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OVERVIEW

What is Group Retail Portal?
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OVERVIEW

What is Group Retail Portal?

» Group Retail Portal is a web-based application and the new integration
platform for wholesale and retail applications in all markets. It increases
efficiency through all sales and after sales business processes and will replace
Dealer Portal.

» Group Retail Portal provides a modern and user-friendly portal frontend.
Users in dealerships will get secure access to all integrated applications.
Being an integration platform, Group Retail Portal allows the integration of
external applications and offers easy integration of local web-applications
through standard APls.

* A key feature is the Single-Sign-On/Off module, that includes a user self-
administration. The new Roles and Rights administration concept
based on business roles is in line with Volkswagen Group IT-Security
guidelines.
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OVERVIEW

Frequently Asked Questions (FAQ):
Group Retail Portal Usage

27.09.2023

What does market mean?
The market is the country in which the user is working e.g. Germany, Italy etc..

What is a working context?
A working context is the organization (Importer, Partner, Third Party) the user
works for.

What is the difference between an Importer, a Partner and a Third Party
Oganization?

An Importer is the organization which is responsible for a certain market/area.
They are importing cars from the manufacturer and sell them to their Partners
within their market. A Partner is a company that is doing Sales/After Sales. All
Partners directly relate to one importer. A Third Party Organization is a company
outside the Volkswagen Group which is working for an Importer. The Wholesale
Admin of the Importer is able to create a Third Party for onboarding of external
users.

What does Single-Sign-On/Off module mean?

Single Sign On describes the single login with one user name and one password
to the Group Retail Portal. The user is able to switch between all of his contexts
and applications without repeatedly logging off and logging in with several user
names and passwords.

What does KVPS mean?

The KVPS (Konzern-Vertriebs-Partner-Stammdaten) is a system that provides and
saves the core data of each Importer and Partner that have contracts with the
Volkswagen Group. All the Importer and Dealer data in the Group Retail Portal is
provided by KVPS and updated every day.

What is a BID?
The BID is the unique 3-digit number for an importer in KVPS.

What is a Partnerkey?
The Partnerkey is the unique 5-digit number for the Partner in KVPS.

When do | need more than one working context?
The requirement for more than one working context is necessary when a user is
working for a multi-brand importer or Partner.

What is a Managing Director? Which tasks does he have?

The Managing Director is responsible for the Organization he is assigned to. The
role has the responsibility to name the initial Local Admin of his Organization to
the OEM Org Admin. Moreover, he has administration rights to administrate his
Organization in emergencies. Therefore he has access to "User Management"
and "Organization Management®.

With who can | speak in case of any problems or questions?
For users: Please contact your Local Admin or Managing Director or Helpdesk.
You will find your local admin under “My organization®.

What is the Dealer Portal?

Currently, the Dealer Portal provides access to many Sales and After Sales
applications for Importers and Partners within the Volkswagen Group. The Group
Retail Portal will replace the Dealer Portal.

With which device can | work in Group Retail Portal?

For working with all functions of the Group Retail Portal working on a large device
like a computer or laptop is the best. You can also use a tablet to work with it.
While using the smartphone some functions may be disabled.
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OVERVIEW

Frequently Asked Questions (FAQ):
Group Retail Portal Usage

What is TOTP?

TOTP is a strong authentication security standard. That function is necessary for
users without PKI card or SecurlD to authenticate their selves strongly, for getting
access to applications that require strong authentication as a security standard.
The admin has to trigger the process for a user, so that the user can use TOTP.

What is a Recertification and why is that needed?

The administrator has to recertify every user once a year (recertification date for
your region is set during initial rollout of Group Retail Portal). The administrator will
receive 3 notifications prior to the yearly recertification date.

If a user is not recertified within one year, he will be removed from the context. The
recertification request is also triggered after a user changed his profile data (e.g.
email address). Nevertheless, it is sufficient to recertify the user during yearly
recertification cycle.

What is a Global User ID and why it is needed?

The Global User ID is a unique User Id for Group Retail Portal. You need that
GUID to be able to associate your Dealer Portals accounts with your Group Retail
Portal accounts in order to access Dealer Portal applications. The GUID is related
to the user and not to the working context. The GUID is also a pre-condition for
initiating TOTP and is needed to access particular applications such as WLTP
Prognosistool.
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AGENDA

B NTRODUCTION

USER & ADMIN TYPES
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USER & ADMIN TYPES

Importer

Tanja Ben Sarah Anja
Brand Admin Wholesale Admin Local Admin Managing Director
Importer Level Partner Level
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USER & ADMIN TYPES

Partner & Third Party

Lukas
Third Party Managing
Director

Paul
Sales Local Admin
Partner Level

Laura
After Sales Local
Admin Partner Level

27.09.2023
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USER & ADMIN TYPES

User
Tim Markus Yannick
User Service Manager User Logistic Manager Marketing Manager
Partner Level Partner Level Importer Level
27.09.2023 Department: K-AVV-X/R 10



AGENDA

B ~TRODUCTION

USER & ADMIN CHECKLISTS
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USER & ADMIN CHECKLISTS

User Tim, Markus & Yannick

Register in GRP
Confirm the registration mail

Confirm the declaration of data
protection

Request the corresponding working
context for the organization you are
working for

Agree to the terms of use

After your administrator approved
your request, please log out and
login

Associate your Dealer Portal
account with your GRP account

Check if all your needed
applications are showing in your
home screen

27.09.2023

Bookmark your favourite
applications

Edit your user account, change
language or password, if needed

Enable TOTP to authenticate
yourself strongly to getting access
to applications that require strong
authentication

Wholesale Admin Ben

Register in GRP
Confirm the registration mail

Confirm the declaration of data
protection

After being assigned Wholesale
admin during rollout by
manufacturer, log into GRP and
agree to the terms of use

Check if you see User
Management, Organization
Management, Role Management
and Application Management

Check if all your Partners are listed
in Application Access Management

Activate all relevant applications for
your market and assign the right
roles to the applications

Department: K-AVV-X/R

Onboard your users and create
Global User IDs for all Users in
your context

Enable TOTP for all relevant Users
in your context

Associate your Dealer Portal
account with your GRP account

Check if all your needed
applications are showing in your
home screen

Bookmark your favourite
applications

Edit your user account, change
language or password, if needed

Enable TOTP to authenticate
yourself strongly to getting access
to applications that require strong
authentication
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USER & ADMIN CHECKLISTS

®

" P

Managing Directors & Local Admins
* Registerin GRP
* Confirm the registration mail

e Confirm the declaration of data
protection

* Request the corresponding working
context for the organization you are
working for

* Agree to the terms of use

» After your administrator approved
your request and assigned to you
the role local admin / managing
director, please log out and login

* Check if you see User
Management

* Onboard your users and create

Global User IDs for all Users in
your context

27.09.2023

-

Enable TOTP for all relevant Users
in your context

Associate your Dealer Portal
account with your GRP account

Check if all your needed
applications are showing in your
home screen

Bookmark your favourite
applications

Edit your user account, change
language or password, if needed

Enable TOTP to authenticate
yourself strongly to getting access
to applications that require strong
authentication

Department: K-AVV-X/R
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Header Elements

Group Retail Portal Change importer

—————
Here you have the Welcome to Group Retail Portal
possibility to select
your |Oca| importer Password Certificate SecurlD Fido2
access for the GRP
before logging in. Username (|

By selecting your

context, you will be Password
shown the

applicable local legal

documents.

Create a new Account (QA) Forgot Password? (QA)

Imprint - Termsof Use - Privacy Policy - Help - Help- Video Guides - Data Classification: Public - Contact - Cookie Policy - Third Party License Notices
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Footer elements

Group Retail Portal Change importer

Welcome to Group Retail Portal

Password Certificate SecurlD Fido2

Username (|

Password

LOGIN

Create a new Account (QA) Forgot Password? (QA)

You can find the
Imprint, Terms of
Use, Privacy, the
Help and Contact in
the footer.

If changes are made
to these, you will
always see the latest
version by clicking
on them. |

- Third Party License Notices

Imprint - Termsof Use - Privacy Policy - Help - Help - Video Guides - Data Classification: Public - Contact - Cookie Policy
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Via email address (1/5)

VOLKSWAGEN

Welcome to Group Retail Portal

Passworl d Certificate SecurlD

Create a new Account (QA)  Forgot Password? (QA)
Cl- k h t t rt Create a new Account (Test)  Forgot Password? (Test)
ICK nere 10 sta Create 2 new Account (PreLive) | Forgot Password? (PreLive)

the registration.

Imprint - Termsof Use - Privacy - Help - Data Classification: Public - Contact

Internet PreL.ive: Internet PROD: / CPN Prod: https:/grp.cpn.vwg

This version is available to you for training and test purposes e.g. for onboarding
new users in the GRP.

LIVE-environment of GRP. Access to all available applications.

27.09.2023 Department: K-AVV-X/R 17
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REGISTRATION

Via email address (3/5)

Terms and Conditions

Click ,,Close”.

27.09.2023

Terms of Use
Conditions of Use

Volkswagen AG provides the information services presented here on the basis of these general Conditions of
Use of the Volkswagen AG Websites.

1. Notice in accordance with Directive 1999/94/EC regarding fuel consumption and CO2 emissions

The fuel consumption and CO2 emissions of a vehicle do not just depend on the efficient utilisation of the
fuel by the vehicle, but are also influenced by driving style and other non-technical factors. CO2 is the
greenhouse gas primarily responsible for global warming. The values stated were calculated according to the
measuring methods specified in the currently applicable version of Directive 80/1268/EEC. The data do not
relate to a specific vehicle and are not part of the specification, but are merely for the purpose of comparing
different vehicle types.More information on official fuel consumption figures and the official specific CO2
emissions of new passenger vehicles can be found in the free EU guide, "Information on the fuel consumption
and CO2 emissions of new cars™.

2. Delivery of information services and related guarantees

Information contained on these websites has been compiled by Volkswagen AG in a conscientious and
thorough manner applying the due diligence, and attains 97.5 % availability on a yearly average. The
information given is non-binding. Volkswagen AG provides no guarantee as to the results that can be obtained
by using the information given, in particular with regard to its accuracy, currency and completeness, or in
respect of whether the quality of information meets your needs and wishes. Any vehicle-related data and
information presented on the websites of Volkswagen AG should be considered as representing
approximations. Information given is subject to changes in design and supply, to amendment of the terms and

conditions of sale of new vehicles, and to price changes. Information concerning prices and standard

Department: K-AVV-X/R
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REGISTRATION

Via email address (2/5)

Type in your contact data. All fields
are mandatory. If you are owning a
PKI-Card and want to use the
Certificate Login (see page 30),
please enter the same email
address, you are registered on the
PKI-Card.

Set your password, according to the
password policies.

Fill in the fields according to your

Create a new user

Please complete the mandatory fields marked with *

Email *

First Name *

surname *

Password *

. confirm Password *

organization. The user must
specify a working context
(importer, partner, or third-party
vendor) during registration. Please
start the initial request just for one
working context. Please note
these data are mandatory.

Please read and confirm the terms
and conditions.

Registration approval depends on
your local administrator. The users
context request must be accepted in
User Management.

27.09.2023

&
L]
Please validate your working context:
01 belong to a third party organization
. Country Code " n
‘ AFG e | | Wl
BID / Partnerkey i ]

VALIDATE

CAMCEL

Need help for registration?

Department: K-AVV-X/R

Password policies:

PW complexity

Length: 12

Complexity: 4 of 4 character types
Via regex:

A@LAONMWN(?=.[a-
2\u00E4\u00F6\U0OF C\UOODF])(?=.*[A-

Z\u00C4\u00D6\u00DCI)(?=.*[0-
# ?_ s W-D))([a-

2\uOOE4\uOOF6\u00FC\uOODFA-
Z\u00C4\u00D6\u00DCO-
9@#I%&\W="7_.,:\W-]{10

History: 5
Maxage: 90 days

Max login attempts: 5
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REGISTRATION

Via email address (4/5)

VOLKSWAGEN

You are a new member in Group Retail Portal ()

You will then receive an email to confirm your subscription. Please click the
link in your confirmation email te finish your registration.

Steps after successful registration

1. The user will receive an email with a verification link

after successful registration. This link is only valid for 24 hours. If
the link is expired, you can still follow the link to trigger a new
confirmation email that is sent to you again.

2. By clicking on the verification link, the user ensures that he
registered with the correct email address in Group Retail Portal.

Imprint Terms of Use - Privacy Help - DataClas tion: Public Contact

27.09.2023 Department: K-AVV-X/R 20



REGISTRATION

Via email address (5/5)

VOLKSWAGEN

Email address successfully confirmed

You confirmed your email address successfully. Please login to finish

registration.

Steps after successful registration

1. After you click the link in the confirmation email, you will be
redirected to this page.

The approval of the registration depends on your local
administrator. As the last step to a successful registration, the
responsible local admin must accept the users request in User
Management of the respective working context.

The registration was successful. Return to the Group Retail
Portal login page and log in with your credentials. Login is only
possible with two-factor authentication such as TOTP,
certificate or Secur ID. Logging in with e-mail and password,
without two-factor authentication, is no longer possible.

Imprint - Termsofuse - Privacy - Help - Data Classification: Public - Contact

0.3.
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LOGIN

Login page
VOLKSWAGEN

Group Retail Portal

Welcome to Group Retail Portal

Password Certificate SecurlD

Email/Username

Password

LOGIN

Create a new Account  Forgot Password?

Password / Certificate / Secure ID
The Group Retail Portal provides three opportunities to log in:

Login via Global User ID / email address and password (see page
26)

Login via Certificate (see page 27)

Imprint - Terms of use - Privacy

Login via Secure ID (see page 28)

27.09.2023 Department: K-AVV-X/R 23



LOGIN

With e-mail address / Global User ID
and password

Choose ,Password® to log in
with your User ID or e-mail

VOLKSWAGEN

AETIENGESERUSEHAFT

Welcome to Group Retail Portal

address and your password.

Type in your Global User

ID or e-mail address.

Click here to log in.

Password Certificate SecurlD

Email/Username

Password

27.09.2023

-
B

Create a new Account  Forgot Password?

Password

Please note, to set a new password a minimum of
12 characters is required.

The password is valid for 365 days.

Imprint - Termsof use - Privacy - Help - Data Classification: intern - Contact

Department: K-AVV-X/R

Group Retail Portal
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LOGIN

With e-mail address / Global User ID
and password (strong authentication)

Ik
After logging in via e-mail/ GUID Volkswagen AG

one option of the strong

authentication.
Welcome to Group Retail Portal
“ . I-;OTP Certificate SecurlD
Choose , TOTP* to authenticate. L
Please note that you can also use

the option ,Certificate” or ,SecurlD*
to proceed your Log-In.

TOTP

Please use the One Time Password (OTP) from your authenticator to proceed the Log-In.

imprint - TermsofUse - Privacypo l€@SE€ NOte that you must finish the TOTP process, which was started at your registration, to Log-In via e-
mail/GUID and password with strong authentication.

For further information go to p. 69.

27.09.2023 Department: K-AVV-X/R 25



LOGIN

With PKI-Card
VOLKSWAGEN

Group Retail Portal

Choose , Certificate” to log Welcome to Group Retail Portal

in with PKI-Card.

Password I Certificate l SecurlD
Enter your PKI-Card in the
slot p.rgwded ar_1d”cI|ck on
,Certificate Login“.

Certificate

If you own a “PKI-Card”, you can also use the Certificate
Login.

Please note that you have to be registered with the same
email address in the Group Retail Portal and on the PKI-
Card.

Imprint - Termsof use - Privacy - Help - Data Classification: intern - Contact

27.09.2023 Department: K-AVV-X/R 26



LOGIN

With RSA-Token
VOLKSWAGEN

Group Retail Portal

Welcome to Group Retail Portal

Choose ,SecurelD* to log in
with RSA-Token. Password Certificate SecurlD

|

UserlD

Type in your Global User
ID, the related password PIN
and the current Token.

Token

Click ,Secured Login“ to = I'
log in. | -

Windows Account association

In order to Login with Secur ID you need to associate your
Windows Account with your GRP Account

- Please follow the manual on page 54.

Imprint - Termsof use - Privacy - - Data Classification: intern - Contact

27.09.2023 Department: K-AVV-X/R 27



LOGIN

Forgot or wrong password 1/2
VOLKSWAGEN

ALTIENGESILLSCHATT

Group Retail Portal

Welcome to Group Retail Portal

Password Certificate SecurlD

Email/Username
Password

Authentication failed: Your username or password was invalid.

LOGIN
Click here if you forgot -
your paSSWOFd. er—Eorgot Password?

You will receive an email
with a link where you can

create a new one.

FYI

1. In case of entering the wrong password more than five times,
your account will be locked for at least 3 minutes.

2. An administrator cannot reset the password. You need to use
the “Forgot my password?” functionality for recovery.

Imprint - Terms of use - Privacy -

27.09.2023 Department: K-AVV-X/R 28



LOGIN

Forgot or wrong password 2/2

Type in your username

GROUP RETAIL PORTAL

VOLKSWAGEN

AETIENGESELESEHANT

Forgot your password?

(Global User ID or email
address).

r

Enter and confirmed your email address or your username. You will receive an
email with a link to reset your password.

Username *

I'm not a robot Q

reCAPTCHA
Privacy - Terms

Click here to cancel or
submit.

27.09.2023

Help for login?

FYI

1. Please enter your registered email address or your associated
Global User ID.

Imprint - Termsofuse - Privacy -

2. After submission, you will receive an email with a link that
allows to create a new password.

Department: K-AVV-X/R 29



LOGIN

Request context 1/4

W No working context Andreas Cichon ~~

Home Help - Video Guides

ChOOSG market and insert Overview Request a working context

H Please enter the contract key for the organization (KVPS key or D-U-N-5 number), you want to be assigned to. The contract key can be either an
the KVPS partner or |.m porter importers BID (3 characters), or in case of a partnerhip context the partner Partnerkey (5 characters). In case of a D-U-N-5 number please insert the 9-
key to search for the importer digit D-U-N-S number.
or dealership you are
Work|ng fOI’ If yOU Want tO Organization type * Country Code * o BID / Partnerkey * o Brand * o
request the context of an Importer ~ GO ~ Volkswagen (v) ~
organization not listed in L
KVPS, please enter your
organization’s DUNS key.

- J
Name Statys

No data available in table

Click “Search”.

Showing 0 to 0 of 0 entries

Imprint - Termsof Use - Privacy - Help - Data Classification: Intern - Contact

verslon: 5.0.3.48

KVPS and DUNS Information

1. A context is uniquely identified by its KVPS contract number. For
more details about DUNS number, see page 5 please.

2. Context examples (format/ length):
Wholesale : <countrycode>+<BID>+<brandkey> = FRAxxxV Partner :
<countrycode>+<BID>+<brandkey> = FRAxxxxxV

27.09.2023 Department: K-AVV-X/R 30



LOGIN

Request context 1/4

",\'{f DEUGRPY - Group Retail Portal Importeur ~~ System Settings ~~ @ Admin Area

Home Rollout Status Help - Video Guides

—
Choose market and |nsert Overview Request a working context - ) ) ) ) )

. Please enter the contract key for the organization (KVPS key or D-U-N-5 number), you want to be assigned to. The contract key can be either an importers BID (3 characters), or in case of a partnership context the
the KVPS partner Or Importer Partnerkey (5 characters). In case of a D-U-N-S number please insert the 9-digit D-U-N-5 number.

key to search for the importer
or dealership you are
working for. If you want to
request the context of an Please complete the captcha *

organization not listed in L

KVPS, please enter your -4 J

organization’s DUNS key.

Organization type * Country Code * @ B0/ Partnerkey @ sand- [ ]

Partner s AFG e Wolkswagen (V) e

Please answer the
Captcha Query Name Status
VW-GROUP - Volkswagen Group ©
DEUGEMY - Volkswagen PC &)
DEUGRPA - Group Retail Portal Imparteur E:
N R ez R @
Click “Search”.
DEUGRPM - Group Retail Partal Imparteur @

DEUGRPS - Group Retail Portal Importeur

KVPS and DUNS Information

1. A context is uniquely identified by its KVPS contract number. For
more details about DUNS number, see page 5 please.

2. Context examples (format/ length):

Wholesale : <countrycode>+<BID>+<brandkey> = FRAxxxV Partner :
<countrycode>+<BID>+<brandkey> = FRAxxxxxV

3. Please note the context request is limited to maximum eight
different working contexts.
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Request context 2/4

IED you want to request this working context?

Validate here whether you

are req UeSting the CorreCt GroRbritannien; Volkswagen Group UK Ltd.
context.

Click here to request the canceL
context.

27.09.2023 Department: K-AVV-X/R 32



LOGIN

Request context 3/4

You have a context
overview which shows

Context request: Process

DEUGRPYV - Group Retail Portal Importeur

Help - Video Guides

Overview

you associated and
pending requests.

The status icon shows
you if your request is
pending or associated.
You can also get a tooltip
while hovering over the
icon.

27.09.2023

After your administrator approved your request, please log out and

login again to see the changes.

Note: Administrators receive a notification email that a user has
requested a working context. The administrator needs to process the
request.

Request a working context

Please enter the contract key for the organization (KVPS k
either an importers BID (3 characters), or in case of a part

, e The context request will remain pending until your administrator
number please insert the 9-digit D-U-N-S number.

approves.

Organization type * Country Code * BID / Partnerkey * Brand *
Importer ~ AGO ~ Volkswagen (V) ~
MName Status

DEU182V - Deutschland; Region Mitte |_G>_|
DEUGRPA - Deutschland; Group Retail Portal )
DEUGRPC - Deutschland; Group Retail Portal ’}\“)
DEUGRPN - Deutschland; Group Retail Portal @
DEUGRPS - Deutschland; Group Retail Portal \;)
DEUGRPYV - Deutschland; Group Retail Portal ©

Showing 1 to 6 of 6 entries

Department: K-AVV-X/R 33



Request context 4/4

@j DEUGRPY - Group Retail Portal Importeur ~~ Andreas Cichon ~~

Help - Video Guides

Overview Request a working context

Please enter the contract key for the organization (KVPS key or D-U-N-S number), you want to be assigned to. The contract key can be
either an importers BID (3 characters), or in case of a partnerhip context the partner Partnerkey (5 characters). In case of a D-U-N-5

number please insert the 9-digit D-U-N-S number.

Organization type * Country Code * o BID / Partnerkey * o Brand * 0

Importer s AGO ~ Volkswagen (V) ~

SEARCH

Name ‘

DEUGRPA - Deutschland; Group Retail Portal l__,

The administrator approved your
request. You are now associated
with your requested context.

DEUGRPC - Deutschland; Group Retail Portal

DEUGRPN - Deutschland; Group Retail Portal

DEUGRPS - Deutschland; Group Retail Portal

DEUGRPYV - Deutschland; Group Retail Portal

Showing 1 to 5 of 5 entries

27.09.2023 Department: K-AVV-X/R 34
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START PAGE

Overview - Applicationsmanager 1/2

m}?ﬂ DEUOEMY - Volkswagen PC System Settings ~~ Admin Area

Home Rollout Status Help - Video Guides

System Messages

On the start page you can Upcoming deployment for tonight

see on the top the latest GRP iy g e b

System News. If there are any issues please get in contact with our emergency support. XXX@vol kswagen.de
In the main area you will see g

all applications you have
permission to work with.

You can easily bookmark the
applications you will most work

with.
+ Applications

Bookmarks Last used

Moreover there is an area for ™

last used applications and an A AP

alphabetical order. R
;‘ppﬂes unde

In case of having many

applications you can use the

search function. Cl ‘ APP APP APP
GRP < GRrP P ngch
Prea TN DR likation
Application - Application - olDC_o1
oIDc SAML
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STARTPAGE

Overview - Applicationsmanager 2/2
AFP AFP AFPP ‘ AFP APP APF APF

AudiCMS g7  AudiCMS  7;  AudiKnowl- 77  Aucl Knowl- 77  Audi Knowl- 3y AudiKnowl- vy  Audi Portal $¢
POC Tull edge Tank edge Tank edge Tank edge Tank
DEV Test Preview Test Test S!agmg

APP APP APP
Audi Repair v Audi VMS Yy  applanpoc yr
Taal (PRE) Test
On the startpage you also can -
see which applications are
CPN only applications. The )
. (=1 ADD APD APP APP APP APP APP
icon next to the App name B
shows your access. e TR e i s mooem W
[ tand-pRo0©  fand - 0a land - TEST System [oynet]
If you have access, the icon is
green.
C APP APP APP APP APP APP APP
If you don’t have access, the
icon is red and the application POEETE V™ T ST e ™ T SR Gt
is greyed out. |
APP
APP APP Ann ADp APP APP APP
Capriza w7 Tar| B CPNonly-no
Con infrastructure available
| to access this
BentleyHub- 3% BentleyHub- application e- Y¢ Berichtswe- 7 Brand Stan- 7y Bugatti- v
-4 Start Start2016 sen Deutsch-™< sen Deutsch- sen Deutsch- dards PCMS.
land - PROD land - QA land - TEST System [bynet]
APP
Connected 77 Crea
Car Admin part
Toal2
C APP APP APP APP APP APP APP
CROSS Cam ¥y CROSS Cam ¢ CROSS Cam ¢ CROSS P css S CSS Dealer ¢ css
/ / Service- Demo Werkstattpl Dashboard Operator
ServiceCube Cube QA aner
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Overview — Navigation bar

The context you are currently
assigned to.

“My Profile” section offers the
following options:

*My Account (edit your profile)
*Account Association

*My organization

*Request a working context
*Choose a language

*Change password

*Logout

27.09.2023

@) DEUGRPV - Group Retail Portal Imporfeur ~~

- Help - Video Guides

Bookmarks

A

Last used

Andrfas Cichon ~J

Applications
APP APP APP APP APP APP APP
APOS-NF 7 APOS-NF < Access Audi T Aftersales 1% Aftersales 7 Aftersales 57 AftersalesPe 17
Training Accessories Workplace workwear rfarmancePr
(ASWPR) ogramme
APP APP APP APP APP APP APP
Appointmen Yy Aqua 7 Atomium@ Yy  AudiBank- Y7  AudiCMS Y7  AudicMS T7  AudiCMS 1Y
t Scheduling web Werbemittel POC Tull
Tool Shop

(Internet)

FOLD

Imprint -

Terms of use -

Privacy -

Help -

version: 5.0.3.1

VOLKSWAGEN

AKTIENGESELLSCHAFT

Department: K-AVV-X/R

Data Classification: Intern -

Contact

ING IN
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Overview — Switch context (1/3)

@ DEUGRPV - Group Retail Portal Importeur -~ Andreas Cichon ~~

Switch working context

v VWAG « Volkswagen AGNFZ « AUDIAG +« SKODA « SEAT

Click to switch context. S ymmppmtes 3 N AG NFZ AUDI AG

DEUGRPV - Group Retail Portal DEUGRPN - Group Retail Portal DEU182A - AUDI Vertriebsbetreuungs
Importeur Importeur Gesellschaft mbH

NLD211V - Pon’s Automobielhandel B.V. 888888881-DEUGRPN - 12345test DEUGRPA - Group Retail Portal
Importeur

DEUO06789V - Group Retail Portal Dealer
SKODA SEAT

DEUGRPC - Group Retail Portal DEUGRPS - Group Retail Portal
Importeur Importeur

A APP APP APP APP APP APP APP
APOS-NF ¥ APOS-NF ¥y AST- QA vy AVP Portal — vy AccessAudi Yy Aftersales <y Audi CMS vy
Training Digital DEV Workplace
Retail (ASWP)
APP APP APP APP APP APP APP
| - ||
Audi CM5 7 Audi CMS 7 Audi Knowl- 57 Audi Knowl- 57 Audi Knowl- 17 Audi Knowl- 5% Audi Knowl- <y
POC ) Tull edge Tank edge Tank edge Tank edge Tank edge Tank
DEV Test Preview Preview Test Test Staging
Staging
APP APP APP
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Overview — Switch context (2/3)

DEUGRPV - Group Retail Portal Importeur .~

rking context

There are two ways to B vwac [ volkswagen AGNFZ v AUDIAG [} skopa [ SEAT
find the right context:

AUUT AU

1. Using the marking
ﬂeld, so the Other 25sL.lelli'iﬁ;ffl:ﬂ%lHVertrlebsbetreuungs

contexts will be hide.

DEUGRPA - Group Retail Portal
Importeur

Applications
A APP APP APP APP APP APP APF
APOS-NF 5 APOS-NF <+ AST-QA <% AVP Portal —s%¢  AccessAudi Yy Aftersales %  Audi CMS
Training Digital DEV Workplace
Retail (ASWP)

APP APP APP APP APP APP APF
Audi CMS ¥ Audi CMS ¥ Audi Knowl- % Audi Knowl- 57 Audi Knowl- ¥ Audi Knowl- ¥ Audi Know
POC Tull edge Tank edge Tank edge Tank edge Tank edge Tank

DEV Test Preview Preview Test Test Stagit
Staging
APP APP APP APP

27.09.2023
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Overview — Switch context (3/3)

There are two ways to
find the right context:

2. Enter a term in the
search box.

27.09.2023

@ DEUGRPV - Group Retail Portal Importeur .~

Switch working context

Retaill

DEUGRPV - Group Retail Portal
Importeur

¥ VWAG « Volkswagen AG NFZ

G NFZ

DEUGRPN - Group Retail Portal
Importeur

NLD211V - Pon’s Automobielhandel B.V. 888888881-DEUGRPN - 12345test

DEUOE789V - Group Retail Portal Dealer

m SKODA
S A

"= DEUGRPC - Group Retail Portal
Importeur

/ﬁ\ APP APP

Andreas Cichon ~~

v AUDIAG +« SKODA « SEAT

AUDI AG

DEU182A - AUDI Vertriebsbetreuungs
Gesellschaft mbH

DEUGRPA - Group Retail Portal
Importeur

SEAT

DEUGRPS - Group Retail Portal
Importeur

APP APP APP APP APP

APOS-NF v APOS-NF 7%

AST- QA Ty AVP Portal - AccessAudi Aftersales <y Audi CMS vy

Training Digital DEV Workplace
Retail (ASWP)

APP APP APP APP APP APP APP
| | ) .
Audi CMS Audi CMS 5 Audi Knowl- ¥ Audi Knowl- % Audi Knowl- 5% Audi Knowl- 57 Audi Knowl- ¥
POC . Tull edge Tank edge Tank edge Tank edge Tank edge Tank

DEV Test Preview Preview Test Test Staging
Staging
APP APP APP APP

Department: K-AVV-X/R
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Overview — Seat Context /7~ O\

@ DEUGRPS - Group Retail Portal Importeur ~~ Andreas Cichon ~~

Help - Video Guides

The context you are currently
assigned to. You can have a
quick look in which context you
are, because every brand uses
their own logo and colours. esnkmarks Last used #

Applications

No records found

Imprint :+ Terms of Use - Privacy + Help - Data Classification: Intern - Contact

version: 5.0.3.47.5

VOLKSWAGEN

AKTIEMGESELLSCHAFT
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Overview — Skoda Context

DEUGRPC - Deutschland; Group Retail Portal ~~ Andreas Cichon ~~

Help - Video Guides

The context you are currently
assigned to. You can have a
quick look in which context you
are, because every brand uses
their own logo and colours.

Bookmarks Last used ~

Applications

No records found

Imprint - Terms ofuse - Privacy - Help - Data Classification: Intern - Contact

version: 5.0.3.1

VOLKSWAGEN

AKTIENGESELLSCHAFT
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Overview — Audi Context

DEUGRPA - Deutschland; Group Retail Portal ~~

Andreas Cichon ~~

Help - Video Guides

The context you are currently
assigned to. You can have a
quick look in which context you
are, because every brand uses
their own logo and colours.

Bookmarks Last used ~

Applications

No records found

Imprint - Terms ofuse - Privacy - Help - Data Classification: Intern - Contact

version: 5.0.3.1

VOLKSWAGEN

AKTIENGESELLSCHAFT
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START PAGE

Ubersicht Benutzermodul DEUOEMN - Volkswagen AG NFZ

If you have the role of FIRST User Module Help - Video Guides
LEVEL SUPPORT, you are able
to use the user search under the
menu item User Module.

User Module

User Identifier *

Here you can I-

search for the user

by email address or L

the GUID in the
GRP

* Email or Global User ID field is mandatory

User Research
The user module allows you to search for users in the GRP regardless of your context. For this you need the email address of the user registered in the

GRP or his GUID. In this way you can easily determine whether the user is already registered in the GRP, has a GUID and which contexts he is

assigned.
Please note that you are only entitled to this function, if you have the role of First Level Support.
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My account - Edit profile 1/3

DEUGRPV - Group Retail Portal Importeur ~~ Andreas Cichon ~

Click here to edit your
prOﬁIe. e e . My Account

Account Association

User Profile Edit Profile

My Organizations

Global User ID
These are the prOfile Request Working Context
settings. Here you can GRP Auth
adjust your personal data First Name * Surname *
and yOU can see yOUI’ Andreas Cichon Change Password
Global User ID (GUID).

Email * Time Zone * Change Language

Pacific/Apia (+14:00) Logout

Save your changes. - r
L

SAVE

By deactivating your account, you'll no longer be able to login to Group Retail Portal. All GRP services and related information won't be

Deactivate Account
accessible anymore.

DEACTIVATE

* First Name field is mandatory
* Surname field is mandatory
* Email field is mandatory

* Time Zone field is mandatory

27.09.2023 Department: K-AVV-X/R 47



MY PROFILE

My account - Edit profile 1/3

@l DEUGRPV - Group Retail Portal Importeur ~~- System Settings ~~ Andreas Cichon ~

Home User Management Role Management Applications Management Organization Management Rollout Map Help - Vid My Account

Account Association

Edit Profile

r Profil
User Profile My Organizations

Global User ID
Request Working Context

GRP Auth
First Name * Surname *
Andreas C Change Password
Here you are able to Email * Time Zone * Change Language

change your e-mail E Pacifc/Apia (+14:00) —

address.
[

Save your changes.

Deactivate Account

By deactivating your account, you'll no longer be able to login to Group Retail Portal. All GRP services and related information won't be

accessible anymore.

Note:

After changing your email address, you will be asked to confirm the process.
Select whether you would like to receive a verification email to the old email
address or a new email address to confirm the change.
* First Name field is mandatory
* Surname field is mandatory If you send the confirmation link to your new e-mail address, this will be
confirmed with a 2-factor authentication. You can then log into the GRP with
o e A T R the new e-mail. From then on you are in the user administration, you can add a
context and assign administrative roles with your new e-mail address.

* Email field is mandatory

If you have successfully changed the e-mail address, you can no longer log in
with the old e-mail address.
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My account - Edit profile 3/3

Save Changes

Your are about to save user profile changes. Are you willing to
proceed?

Save your changes.
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MY PROFILE

My account — Deactivate Account 1/2

@ DEUGRPV - Group Retail Portal Importeur ~~ Andreas Cichon ~~

Help - Video Guides

User Profile Edit Profile

Global User ID

First Name * Surname *
Andreas -
Email * Time Zone *

Pacific/Apia (+14:00) o

By deactivating your account, you'll no longer be able to login to Group Retail Portal. All GRP services and related information won't be

Click here if you want to accessible anymore.

deactivate your account. [~
L DEACTIVATE

Deactivate Account

* First Name field is mandatory
* Surname field is mandatory NOte:

* Email field is mandatory

Your User data is automatically deleted entirely (except anonymous
log data), as soon as you clicks on “Deactivate”. You'll receive an

* Time Zone field is mandatory

email notification and will be redirected to the login page.

It's possible to register again, after the deletion is complete.

27.09.2023 Department: K-AVV-X/R 50



My account — Deactivate Account 2/2

Deactivate your account

You are about to deactivate your account. Are you willing te
proceed?

Confirm the deactivation. |— vEs

L
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MY PROFILE

My account - User accounts
- Add account 1/6

Help - Video Guides

Click "Account
Association”.

User Profile Add Account to User Group Retail Portal Importeur

Account Type

DEALERPORTAL )

Global User 1D *

Password *

ACCOUNT ASSOCIATION
Check User Account connections in all contexts
Global User ID GRP Contexts User Account Connections Login Status

No records found

Imprint Terms of Use Privacy Help Data Classification: Intern - Contact

Account association

To add a Dealer Portal link to the Group Retail Portal, you have to associate your accounts to the Group Retail Portal first. In the Dealer Portal you have one User ID for each
context. In the GRP you only have one User ID for all contexts. To benefit from this feature you have to associate your Dealer Portal account with the corresponding context in the
Group Retail Portal.

-- e.g.: Choose the VW context in the Group Retail Portal to associate a Dealer Portal ID with VW context.

After the successful association you can open Dealer Portal Applications by choosing them on the tab “Application” in the header of the Group Retail Portal.

FYI: To get access to this feature, you need to have a Global User ID. Contact your administrator for a request.
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My account - User accounts
- Add account 2/6

To associate an account,
first choose the
corresponding context in
Group Retail Portal to your
Dealer Portal account.

Choose an account type
(e.g. Dealer Portal).

Windows account- or SAD-
association are also
possible to choose.

Third Parties are also able
to associate their accounts.

27.09.2023

@ DEUGRPV - Group Retail Portalimporteur

Home Help - Video Guides

User Profile

Add Acdount to User Group Retail Portal Importeur

Account Type

DEALERPORTAL

B2BUMS
HRSERA
VWWINDOWSACCOUNT

SALESPERSONNR

Check User Account connections in all contexts

i Z -op User Account 1
Global User ID GRP Contexts A Login Status
Connections *

Mo records found.

10 (1of1)

Imprint - Termsof Use - Privacy - Help - Data Classification: Intern

version: 5.0.3.47.5

ACCOUNT ASSOCIATION

Contact

Andreas Cichon ~~

Department: K-AVV-X/R
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My account - User accounts
- Add account 3/6

Type in the belonging login
data.

Click “Account
Association”.

Your account association
is done. It will be checked
by internal systems. The

display will remain in this
status.

27.09.2023

@ DEUGRPV - Group Retail Portal Importeur ~-

Home Help - Video Guides

User Profile

Add Account to User Group Retail Portal Importeur

Account Type

DEALERPORTAL

Global User ID *

Password *

-

Check User Account connections in all contexts

User Account

Connections
No records found.

10 (1of1)

Imprint + Terms of Use - Privi

version: 5.0.3.47.5

Department: K-AVV-X/R

Global User ID GRP Contexts Login Status

L

ACCOUNT ASSOCIATION
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MY PROFILE

My account - User accounts
- Add account 4/6 )

DEUGRPV - Group Retail Portal Importeur ~~

Home  Help - Video Guides

User Profile Add Account to User Group Retail Portal Importeur
Account Type
| pEALerPORTAL ~
If you choose VW 828UMs
Windowsaccount you can
. . HRSERA
associate your Windows r
Account with your GRP L N WWINDOWSACCOUNT
account in order to Login _
Wlth Secur ID' : ACCOUNT ASSOCIATION |
Check User Account connections in all contexts

Global User ID SLEUEE] Windows Account association and disassociation:

No records found. After you selected "VW Windows Account", you have to fill in your "Login" and "E-Mail"
Data. Then click on "Associate Account".

You will receive an E-Mail notification with a confirmation link. The Link is valid for 24
hours. Click on the confirmation link. Back in the GRP click on the Login Button to get
back to the Login Screen.

Imprint - Terms o |[f your association was successful you can log in with the Windows account (and GRP
Password). Your account association is displayed under the "associated accounts"
table in the Status column. There is also a clickable function saying: disassociate.

If you click on "disassociate", there is a pop up showing "Do you want to proceed to
disassociate the account”. As soon as you confirm the account association and the
entry in the table view are removed immediately. A displayed banner shows your
access.
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MY PROFILE

My account - User accounts
- Add account 5/6

L\% DEUGRPV - Group Retail Portal Importeur ~~ Andreas Cichon ~~

Home Help - Video Guides

User Profile Add Account to User Group Retail Portal Importeur

Account Type

DEALERPORTAL ~

B2BUMS
If you choose Sales Person I
Number in GRP it will be
transferred to applications, VWWINDOWSACCOUNT
so that this information can -

[

be used by the application.

Check User Account connections in all contexts

User Account

Global User ID GRP Contexts
Connections

Login Status

Mo records found.

Sales Number association:

First you associates a new account type by clicking "SALESPERSONNR”. Then
you opens an application that needs the Sales Person Number. Your Sales
Imprint - Terms of Use. Person Number is transferred to this application.

Your Number is transferred to any SAML and any OPENID applications.
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My account - User accounts
- Add account 6/6

After the successful
association, you can open an
Application by choosing it on
the tab ,Home" in the header of
the Group Retail Portal.

27.09.2023

@ DEUGRPYV - Group Retail Portal Importeur ~-

Help - Video Guides

Andreas Cichon ~~

Bookmarks Last used AN
i Applications
add
A APP APP APP APP APP APP APP
APOS-NF 7 APOS-NF 37 AST- QA e AVP Portal -3¢ AccessAudi ¥y Aftersales ¥ Audi CMS
Training Digital DEV Warkplace
Retail (ASWP)
|’ APP APP APP APP APP APP APP
AudiCMS % “hudi Vs 7 Audi Knowl- ¥y Audi Knowl- 7 “Audi Know- 7 Audi Knowl- 77 Audi Knowl- §7
POC Tull edge Tank edge Tank edge Tank edge Tank edge Tank
DEV Test Preview Preview Test Test Staging
Staging
APP APP APP APP
Audi Portal <% Audi Repair 17 Audi VMS 7 appianpoc Y7
Tool (PRE) Test
| b 1 1 e
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MY PROFILE

My account — My Organizations 1/2

Click "My Organizations”.

I@ DEUGRPV - Group Retail Portal Importeur ~~

Andreas Cichon -~

Help - Video Guides My Account

Account Association

User Profile My Organizations

27.09.2023

My Organizations

ization:
My repnizations Request Working Cantext
DEUGRPV - Group Retail Portal Importeur
GRP Auth
Set as Default Organization REMOVE FROM SELE)
Change Password
Set Default Application/Page

Change Language

No default app

Logout

Detailed Information

Organization Name Group Retail Portal Importeur
Assigned Roles Wholesale Administrator
Organization type Importer

Organization Key DEUGRPV

Address

Postal Code

City Langenhagen

Country Germany

Local Administrator Users

Full Name Email address
Marco Weiland My Organizations

s In this menu you get a overview over all of your organziations.

Also you can set a particular working context, application or
page of the GRP as default.
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My account — My Organizations 2/2

@ DEUGRPV - Group Retail Portal Importeur ~~ Andreas Cichon ~~

Help - Video Guides

Choose your organization from

this menu to get access to User Profile My Organizations
further information and
settings.

, My Organizations |

DEUGRPV - Group Retail Portal Importeur v

Click here, to remove yourself [
from the selected organization 8 setss pefautt organization | L

Set Default Application/Page

You can set a organization as

No default app b

default, to always start your I I
work with this organization ~Detaiied Infodmation
already selected.
Organization Nam Group Retail Portal Importeur
To make your work in the GRP Asslgned Roles Wholasale:Adminsstratr
even more efficient, you can Qreanization typd Importer
also select a Application or Organization Key DEUGRPY
Page to start with. Address
Postal Code
City
Here you can see detailed —
information about your
organization, like the adress or L Local Administrator Users

the roles you are assigned with
in this context.

Full Mame Email address
Marco Weiland

Alexander Naumann
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MY PROFILE

Request a context 1/4

':\)"?/) DEUGRPV - Group Retail Portal Importeur ~~ Andreas Cichon -~

Home Help - Video Guides My Account

Account Association

Overview Request a working context =
Click “Request a workin MrOrmanston:
q g Please enter the contract key for the organization (KVPS key or D-U-N-S number), you want to be assigned to. The contract key can be e
tH
context”. animporters BID haractersl.orin case of a partnerhip contex partnerPartnerke naracte e e S RN LY Request Working Context
insert the 9-digit D-U-N-5 number.

GRP Auth

Choose f|rSt between I— Organization type * Country Code * e BID / Partnerkey * o Brand *
Change Password

Importer / Dealer (KVPS) Importer b4 AGO s Volkswagen (V)

or Third Party Organization
(DUNS Number).

Then type in the required Logout
KVPS or DUNS Partnerkey
to search for the context,
you want to work with.

Change Language

Name Status
DEU182A - AUDI Vertriebsbetreuungs Gesellschaft mbH
DEUGRPA - Group Retail Portal Importeur

DEUGRPC - Group Retail Portal Importeur

In this context overview
you ﬂnd a” your contexts DEUGRPN - Group Retail Portal Importeur
and the belonging status.

DEUGRPS - Group Retail Portal Importeur

DEUGRPYV - Group Retail Portal Importeur
Request new context

NLD211V - Pon’s Automobielhandel B.V. . .
1. This page shows your current working contexts and

offers you the possibility to search for new contexts.

SWE222V - Volkswagen Group Sverige AB

2. By requesting a new context, the context administrator
will receive the request via email.
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Request a context 2/4

@ DEUGRPV - Group Retail Portal Importeur ~~ Andreas Cichon -

Help - Video Guides

Overview

Request a working context

Please enter the contract key for the organization (KVPS key or D-U-N-S number), you want to be assigned to. The contract key can be either
an importers BID (3 characters), or in case of a partnerhip context the partner Partnerkey (5 characters). In case of a D-U-N-S number please
insert the 9-digit D-U-N-S number.

Organization type * Country Code * o BID / Partnerkey * o Brand * o

Importer ~ AGO ~ Volkswagen (V) »

Click “Search”.

27.09.2023

[ SEARCH

DEU182A - AUDI Vertriebsbetreuungs Gesellschaft mbH
DEUGRPA - Group Retail Portal Importeur

DEUGRPC - Group Retail Portal Importeur

DEUGRPN - Group Retail Portal Importeur

DEUGRPS - Group Retail Portal Importeur

DEUGRPY - Group Retail Portal Importeur

NLD211V - Pon’s Automobielhandel B.V.

SWE222V - Volkswagen Group Sverige AB
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MY PROFILE

Request a context 3/4

Check here, if this is the Do you want to request this working context?
KVPS / DUNS context
you want to request.

Grofbritannien; Volkswagen Group UK Ltd.

CANCEL REQUEST

Click “Request working
context” to submit.

Request Context

You can only work within the requested context, when
your request was accepted by an administrator of the
context. You will be informed via email about the
confirmation.
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Request a context 4/4

When your request was
accepted by an
administrator of the context
you can see the status
change from pending to
successful.

27.09.2023

@ DEUGRPV - Group Retail Portal Importeur ~~ System Settings Andreas Cichon ~~

Help - Video Guides

User Management

Overview

I

Kole Mmanagement Applications Mmanagement Urganization vianagement Kecerurication Mmanagement KOlout map Help - viaeo Lulaes

Request a working context

Please enter the contract key for the organization (KVPS key or D-U-N-5 number), you want to be assigned to. The contract key can be either
an importers BID (3 characters), or in case of a partnerhip context the partner Partnerkey (5 characters). In case of a D-U-N-S number please
insert the 9-digit D-U-N-S number.

Organization type * Country Code * o BID / Partnerkey * o Brand * o

Importer ~ AGO ~ Volkswagen (V) N~

SEARCH

Accepled

DEU182A - AUDI Vertriebsbetreuungs Gesellschaft mbH
DEUGRPA - Group Retail Portal Importeur

DEUGRPC - Group Retail Portal Importeur

DEUGRPN - Group Retail Portal Importeur

DEUGRPS - Group Retail Portal Importeur

DEUGRPV - Group Retail Portal Importeur

GBR210V - Volkswagen Group United Kingdom Ltd.

NLD211V - Pon’s Automobielhandel B.V.

Department: K-AVV-X/R 63



Change password 1/2

Change your password,
according to the password
policies.

You can hide or show your
choosen password.

Click “Change
password”.

27.09.2023

@ DEUGRPV - Group Retail Portal Importeur ~~ Andreas Cichon -~

Help - Video Guides My Account

Account Association

Change password I— Edit Password IS OrEani sions

The password contains at least 10 characters and contains at least one character of the following categories: lower case letter (a-z,R,ii,5,3), upper g

letter (A-Z,0,0,A), number (0-9), special character ( @ %+\/"14#57:.(){}[]~"-_. ) and contains at most three successive identical characters. Password Request Wurkmg Context
among of the previous 5 passwords.

GRP Auth
Current Password *

censnsane sesecssanes Change Password

Change Language

New Password *

.................... Logout

Confirm new Password *

@
—

r CHANGE PASSWORD

Imprint - Termsof Use - Privacy - Help - Data Classification: Intern - Contact

version: 5.0.3.47.5

VOLKSWAGEN

AKTIENGESELLSCHAFT
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MY PROFILE

Change password 2/2

av

() Password successfully changed!

You will receive a
confirmation that the
process was successful.

Home Help - Video Guides

Change password

Edit Password

The password contains at least 10 characters and contains at least one character of the following categories: lower case letter (a-z,8,ii,0,4), upper case
letter (A-2,0,0,A), number (0-9), special character ( @%+\/"1#52:.(){}{]~"-_. ) and contains al most three successive identical characters. Password is
not among of the previous 5 passwords.

Current Password *
stessssssensRReS

New Password *

Confirm new Password *

CHANGE PASSWORD

Imprint - Termsofuse - Privacy - Help - Data Classification: Intern - Contact

version: 5.0.3.1

27.09.2023

VOLKSWAGEN

AKTIENGESELLSCHAFT
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Change language 1/2

@ DEUGRPV - Group Retail Portal Importeur ~~ Andreas Cichon ~

Home Help - Video Guides My Account

Account Association

User Profile Change Language KN Grganisations
Language
‘ Request Working Context
English - (en)

GRP Auth

Change Password
H ” ”

Click "Change language”. ChariseLanauans

Logout

Imprint - Termsof Use - Privacy - Help - Data Classification: Intern - Contact

version: 5.0.3.47.5

VOLKSWAGEN

AKTIENGESELLSCHAFT
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Change language 2/2

@ DEUGRPV - Group Retail Portal Importeur ~- Andreas Cichon ~~-

Home Help - Video Guides

User Profile Change Language
Language
Choose your preferred r Eriglish = {&r) ~
language. L | |

Chinese (Taiwan) - (zh)

Portuguese (Brazil) - (pt)

Italian - (it} l

Spanish - (es)

Imprint - Termsof Use - Privacy - Help - Data Classification: Intern

version: 5.0.3.47.5

VOLKSWAGEN

AKTIENGESELLSCHAFT
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TOTP

Activation of the function
(One-time process) 1/4 Request to enable TOTP.

G grp.vwag.r.wob@volkswagen.de
An @ Laura Korf

After the administrator has

[ L Korf,
trlggered the process for you as Dear Laura
the user yOU receive th |S e-ma | I Welcome to the activation of your TOTP process. The following step-by-step instructions will help you to qualify for strong authentication in GRP rapidly. Please follow these instructions for enabling TOTP:
(here only an excerpt). Please -

follow the steps described in the

e-mail to activate the TOTP for
yOU https://grp.global.volkswagenag.com/isam/sps/static/grp/resources/totpwebinar/index.html

Please follow this link to download the TOTP webinar and watch the video:

Step 2:

Note: The link is only valid for a
I|m|ted periOd Of fOUI' hOUrS. Please only follow one of the link below:

https://grp.global.volkswagenag.com/public/startotp.html

Please do not use another or saved link to access GRP because you will not be able to follow the next steps!
Step 3:

Please log into Group Retail Portal using your username (email address) and password.

Step 4:

After you have successfully logged into GRP, you will be forwarded to a screen that asks for the last 6 digits of a passcode. This passcode will be emailed to you during this stage.
Please copy the last 6 digits from the passcode and insert them into this field.

Step 5:
After you have entered the 6 digits from the passcode, you will be redirected to the QR ¢f

Activation of TOTP function:

1. When you are using a laptop/computer

5. Please ask your administrator if the authenticator is already installed on your co This feature is necessary so that users without a PKI card or
b- 1fnot, please download GRP Auth with this ink: SecurlD can strongly authenticate themselves to gain access to
https://grp.volkswagenag.com/isam/sps/static/grp/resources/GRPAu applications that require strong authentication as a security

standard

Please note that the links you find in your email refer to the
instance (PRELIVE / PROD) where the process was triggered

Please note that this is only an excerpt of your email.
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https://grp.volkswagenag.com/isam/sps/static/grp/resources/GRPAuth/GRPAuth.exe
https://grp.global.volkswagenag.com/isam/sps/static/grp/resources/totpwebinar/index.html
https://grp.global.volkswagenag.com/public/startotp.html
https://grp.global.volkswagenag.co/

Activation of the function
(One'time proceSS) 2/4 VOLKSWAGEN

Group Retail Portal

Willkommen im Group Retail Portal
After you clicked on the link

under “Step 1” in your email — et
to activate TOTP, use your
email address and

password to login to GRP.

SecurlD

Berufliche Email/Nutzername ()

Passwort

— 1

Click here to proceed.

Neuen Mutzer registrieren (QA) Passwort vergessen? (QA)

Neuen Nutzer registrieren (Test) Passwort vergessen? (Test)

Neuen Nutzer registrieren (PreLive) Passwort vergessen? (PreLive)

Impressum - Nutzungsbedingungen - Datenschutzerklirung - Hilfe

- Hilfe - Videohandbiicher - Datenklassifizierung: Offentlich - Kontakt
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TOTP

Activation of the function
(One-time process) 3/4

VOLKSWAGEN
: - TOTP One-Time Password Login
Type in the 6-digit code you g
flnd |n the emall, yOU Enter the one-time password you received via E-Mail c.schmidt@mundus.digital
received.
e  One-Time Password: 3308- SUBMIT

Click “submit”.

Click on the Regenerate button to get a new one-time REGENERATE

password value delivered. \ ,

You can generate a new
one-time password.

Installation of TOTP function:

* You will receive a second email. Within the email you will find a 6-

digit code which you have to type in here. This code is valid for 25
minutes.

* If you have lost the first email, you can regenerate the one-time
e el et Ure BN Piomcy R e pgssword by cIicI_<ing on “Regenerate”. You will receive another email
with a new code included.
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VOLKSWAGEN

Activation of the function

(One-time process) 4/4 Please scan the QR code One-Time Password (OTP) QR Code

with your Authenticator
application (Google
Authenticator or Microsoft
Authenticator) with your
Smartphone/Tablet or
enter the code you see on
the left side in GRP Auth if
you are using your
PC/Laptop.

XYAMRPGYYQ26PYCQ Before clicking on continue, please be sure to

One-Time Password (OTP) QR Code v downioad n spproptste semonn

RESET OTP CONTINUE

Imprint - TermsofUse - Privacy - Help - Help-Video Guides - Data Classification: Public - Contact

tor application i

uthenticator sc

laptop/computer, please download an a

the download link in the initial e-mail) and type in the QR code

When you are using a smartphone/tablet, please download an authenticator application in

ware (like

| 3re using a laptop/computer, please downlo: W
QR code

will find the download link in the initial - type in the

Click “Continue” for the next

ning/typing in the QR code, 3 6-digits code will be generated by your suthenticator Step
53 "

2| letters).

manuzlly

Afte

utomatically).

app (the code refreshes every 30 second

Please use this code for the TOTP login.

Please click on Show QR-

Code to display the QR 3
[ov o

Before clicking on continue, please be sure to
download an appropriate authenticator.

RESET OTP CONTINUE

72
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TOTP

Installation of the Authenticator
application using GRP Auth as an
example

To install the authenticator
please visit the page from
the link in your initial E-mail

Download your
authenticator
application/software, here
GRP Auth, by clicking on
the link.

This window opens. Click
on “save as" to save the
exe.-file

Bring the GTPAuth.exe-file
to a path that is most
convenient for you

27.09.2023

What do you want to do with GRPAuth.exe?
From: grp-de-ga.volkswagenag.com

Department: K-AVV-X/R
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TOTP

Creating an Admin Password

After the GRP Auth has
been installed for the first
time, a master password
must be set.

The conditions for setting a
password must be observed
here: Minimum password
length of ten characters,
one character consisting of
upper case letters, lower
case letters, numbers and
special characters and a
maximum of three
consecutive characters.

Password confirmation and
verification.

27.09.2023

Set Password

Enter the master password

Minimum length of ten characters. At least
one character of the following characters:
capital letter lower case letter number,
special character (eg. $. . 9%). A maximum of
three successive characters.

Password

Verify
[] Show

OK Cancel

Department: K-AVV-X/R
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TOTP

Initialization of the TOTP
Authenticator with the secret/ seed
(1/5)

After you have saved the
application on your desktop,

please open GRP Authbya ——

mouse click. "Click on the
"Add" button.

27.09.2023

GRP Auth

Department: K-AVV-X/R

Automatic deactivation TOTP:

After 6 months of inactivity, the user becomes invisible. In order to

prevent this, the USER must register for his OTP once every six
months.
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TOTP

Initialization of the TOTP
Authenticator with the secret/ seed
(2/5)

After you have selected the
Authenticator, the following

Add Account

window will open.

Please enter your first and
last name (e.g. Paul Smith)
first.

Please copy the 16-digit

MName

alphanumeric code into this
field (see step 4/4).

Enter any password and

I_
L

1. Enter the secret code
I_
L

2. Enter a password. (Minimum length of 10 characters, At least one
character of the following characters: capital letter, lower case letter,
number, special character e g 5, |, % A maximum of three successive
characters.)

r Password

confirm it by re-entering it.

Confirm by clicking OK to

I_ Confirm

proceed to the next step.

27.09.2023

oK Cancel

1

Department: K-AVV-X/R
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TOTP

Initialization of the TOTP
Authenticator with the secret/ seed
(3/5)

If you share the - X
Authenticator with other |-

enerpisd onime. LGRF' Auth

password by entering it in
the search field

e i

Due to the encryption of
your seed, your one-
time password will only
be displayed with these
six hyphens (------ )-

Please click the Refresh
button to enter the
password.
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TOTP

Initialization of the TOTP
Authenticator with the secret/ seed
(4/5)

Enter the password
you just set here.

27.09.2023

_-[ | Password ‘

- X |
GRP Auth |
B A
o Ravees ®
Add -3

OK Cancel ‘
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TOTP

Initialization of the TOTP
Authenticator with the secret/ seed
(5/5)

You will receive a 6-
digit code, your one-
time password.

27.09.2023

GRP Auth

_-[ ' Password

oK ~ Cancel

Department: K-AVV-X/R



TOTP

Confirmation of TOTP onboarding VOLKSWAGEN

After you have clicked on

"Next" in the GRP after TOTP One-Time Password Login
receiving the QR code,

you will be redirected to
this page.

Enter the one-time password (OTP)

One-Time Password:

Please enter the current [ |
one-time password

displayed in the

Authenticator

application/software and

click "Verify".

You will be redirected to
the GRP home page and
are strongly authenticated.
A green success banner
appears: “TOTP process
successful”. You have now
successfully activated the
TOTP function.

In the future, you will only
have to authenticate
yourself once by entering Password entry
the six-digit code for the
duration of the GRP
session.

Imprint - TermsofUse - Privacy - Help - HE|f{REpASSWoOrd is entered incorrectly fivertimes; the-accountwillFbe
blocked for 10 minutes. The password can then be entered again.
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GRP Auth

Start with Windows

First click on the gear, which opens
the menu window.

By selecting "Start with Windows",
the authenticator is now
automatically opened the next time
the computer is started.

27.09.2023

GRP Auth

Al

Start With Windows

M

Always on Top
Use System Tray lcon
Auto Size

Change admin password...

Language

About...

Exit Alt+F4

Department: K-AVV-X/R
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GRP Auth

Always on Top

First click on the gear, which opens
the menu window.

By selecting "Always in the
foreground", the authenticator is
always displayed before all
programs. Accordingly, it can no
longer be covered by other
windows.

27.09.2023

GRP Auth

Al

Start With Windows

[ Always on Top
Use System Tray lcon
Auto Size

Change admin password...

Language

About...

Exit Alt+F4

Department: K-AVV-X/R
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GRP Auth

Use System Tray Icon (1/4)

First the gear is clicked, which opens
the menu window.

Then the area "Use the taskbar icon"
can be clicked.

27.09.2023

GRP Auth

Start With Windows
Always on Top

E Use System Tray lcon
Auto Size

Change admin password...

Language

About...

Exit Alt+F4

Department: K-AVV-X/R
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Use System Tray Icon (2/4)

The authenticator can now be
found in the taskbar in the lower
right corner of the screen.

By clicking "Action", then "Copy to
clipboard", the unique password will
be copied to the clipboard in the
future.

27.09.2023

1.TS
2.0V
3.HH

B & i1

[ Action

» H h ow Notification

About...

Alt+F4

Exit

Department: K-AVV-X/R

. Copy To Clipboard

/S

o

19:06
19.08.2019

84



Use System Tray Icon (3/4)

Then the desired user can be
selected.

27.09.2023

r
L1. &
2.DU
3. HH

Action

About...

Exit Alt+F4

Department: K-AVV-X/R
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GRP Auth

Use System Tray Icon (4/4)

First the corresponding password of
the personal seed must be entered
and confirmed with "OKk".

The code can be pasted from the
clipboard by clicking the right
mouse button in the One-Time
Password field.

27.09.2023

TS

Password

OK Cancel

TOTP One-Time Password Login

Enter the one-tfime password (OTP).

Dne- Tlme Pgssword | -

Undo
Cug
Copy

Paste
L Delete

Select Al
Bight to left Reading order

Show Unicode control characters
Insert Unicode control character »
Open IME

Beconversion
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GRP Auth

Autosize (1/2)

First click on the gear, which opens
the menu window.

The "Auto Size" area can then be
used to automatically adjust the
authenticator for the optimal size of
the window

27.09.2023

GRP Auth

Al

Start With Windows
Always on Top
Use System Tray lcon

8 )
0 Auto Size

Change admin password...

Language

About...

Exit Alt+F4

Department: K-AVV-X/R
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GRP Auth

Autosize (2/2)

GRP Auth

Without Auto-Size

27.09.2023

GRP Auth
Lo
o B
o TS

©CG6

" CHCHC,

With Auto-Size

Department: K-AVV-X/R
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GRP Auth

Change admin password (1/3)

To change the admin password,
first click on the cogwheel, which
opens another menu.

Then the admin password can be
changed by clicking "Change admin
password...".

27.09.2023

GRP Auth

Al

Start With Windows
Always on Top

Use System Tray lcon
Auto Size

[ Change admin password...

Language

About...

Exit Alt+F4

Department: K-AVV-X/R
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GRP Auth

Change admin password (2/3)

First the old admin password must
be entered.

27.09.2023

Enter Password

4[ password

OK

Department: K-AVV-X/R
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GRP Auth

Change admin password (3/3)

As with the creation of an admin
password, a password must be set
in accordance with the GRP
password requirements.

The conditions for setting a
password must be observed here:
Minimum password length of ten
characters, one character
consisting of upper case letters,
lower case letters, numbers and
special characters and a maximum
of three consecutive identical
characters.

27.09.2023

Set Password

Enter the master password

Minimum length of ten characters. At least
cne character of the following characters:
capital letter lower case letter number,
special character (2.g. 8, 1, %). A maximum of
three successive characters.

—_—

Password
Verify
| Show

—_—

oK Cancel

Department: K-AVV-X/R
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GRP Auth

Change Language

First click on the gear, which opens
the menu window.

The desired language can then be
selected via the Set language area.
In the course of time more and
more languages will be added.

27.09.2023

GRP Auth

Al

Start With Windows
Always on Top

Use System Tray lcon
Auto Size

Change admin password...

[ Language

About...

Exit Alt+F4

Department: K-AVV-X/R
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GRP Auth

Sync Time

With a right click on your name, you
get to further settings.

If two authenticator tools are used,
the current time from google.com is
used with this button. This ensures
that an incorrect time on the PC
does not lead to an incorrect OTP.

27.09.2023

GRP Auth

Al

Change Password...

Add Show Code
Copy Code

Delete

Fename

r

Sync Time
_4 ]lr

Department: K-AVV-X/R
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AGENDA ADMINISTRATOR

B RAINING DOCUMENTS — ADMINISTRATOR

OVERVIEW

27.09.2023
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OVERVIEW ADMINISTRATOR
Admin rights

Wholesale Admin
Ben

Wholesale Admin Ben owns all
top admin rights. He can define
roles, manage applications and
customize the whole market
and the Group Retail Portal.

The Wholesale Admin Ben can
work in the User Management,
Role Management,
Organization Management and
Application Management.

27.09.2023

Local Admin Importer Level
Sarah

As a Local Admin Importer
Level, Sarah can use User
Management to assign or
decline users to their respective
context. Sarah can add users
from the Group Retail Portal to
their current context and give
them a role. In addition, she
can create the Global User ID
and give a user Admin Rights
for being a Local Admin
Importer Level.

Managing Director
Partner Level & Third Party
Level

As Managing Director, Anja and
Lukas have Local Admin rights.
As a Managing Director Partner
Level Anja has rights in Sales
and After Sales. Anja can
assign Local Admin Partner
Level rights in Sales and After
Sales. Lukas has Third Party
rights. Anja and Lukas can use
the User Management.

Department: K-AVV-X/R

&

’

Sales Local Admin Partner
Level
Paul

Paul is a Local Admin Partner
Level for Sales and can use
User Management. Since Paul
is a Local Admin Partner Level
for Sales, he can assign or
decline Sales roles in User
Management and Admin Rights
for Sales.

'\

After Sales Local Admin
Partner Level Laura

As a Local Admin Partner Level
in After Sales, Laura can use
the User Management. Since
Laura is Local Admin Partner
Level for the After Sales area,
she can assign or decline After
Sales roles in User
Management and Admin Rights
for the After Sales area.
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OVERVIEW ADMINISTRATOR

Functions Group Retail Portal

User Management

Every admin can work with the User
Management. As an admin, you can
accept or decline pending user
requests for your context. You can
also actively add a user to your
current working context. You can
assign roles to users, create their
Global User IDs, give them Admin
Rights and activate TOTP. As a Sales
Local Admin on Partner Level, you
can assign users to Sales roles and
Sales Admin Rights. As an After
Sales Local Admin on Partner Level,
you can assign users to an After
Sales role and After Sales Admin
Rights. As a Managing Director you
can assign users to Sales and After
Sales roles and Admin Rights.

27.09.2023

Role Management

Only Wholesale Admins can access
the Role Management. In Role
Management you assign applications
to roles because we have role-based
access rights in GRP. You can also
create local roles for your local
applications. Changes will be taken
for all Partners and Organizations
connected to your Importer.

Application Management

Only Wholesale Admins can access
the Application Management. The
Wholesale Admin is able to activate
and deactivate applications for all
connected Partners and
Organizations.

Department: K-AVV-X/R

Organization Management

Only Wholesale Admins can access
the Organization Management. The
Wholesale Admin can assign or
delete a Managing Director for a
Partner or Third Party Organization.
The Wholesale Admin is able to
create and administrate Third Party
Organizations.
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Overview

Administration Area

Click here to go to the administ
ration area. As

a wholesale admin you have a
ccess to User Management,
Role Managament, Application
Management

and Organization Management
All other admins will see their
Application Manager and the
User Management.

27.09.2023

@ Admin Area

) DEUCEMY - Volkswagen PC System Settings

Home Rollout Status Help - Video Guides

Bookmarks Last used

Applications

User Management Role Management Applications Management Organization Management Rollout Status Help - Video Guides

User Management

User Requests

Search

Full Name Email address

Currently no pending user request

10+ (10f1)

Group Retail Portal Administration
User Table View

) : The administration area is only available for authorized users (Adminstrative Users & 2 factor
e o — B authentication) and allows you following actions:

Global User 1D ¢ 1. The User Management is available for authorized users on Importer and Partner Level. With this
Level of authorization you can administrate users within your current context.

Please start your search. Before your first search na user will be displayed.

2. The Role Management is only available for authorized users on Importer Level. You can create
new roles and edit rights for already existing roles. Changes will be taken for all Partners and
Organizations connected to the Importer.

3. The Application Management is only available for authorized users on Importer Level. You can
administrate applications for all connected Partners and Organizations.

4. The Organization Management is only available for authorized users on Importer Level. You can
assign a Managing Director for a dealership or create and administrate Third Party Organizations. If
required, you can assign more than one Managing Directors per organization (no limit).
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System Settings

Importer Reporting 1/2

DEUAPPN - GRP Application ~~ System Settings ~

Home User Management Role Management Applications Management Organization Management Rollout Map

Terms of Use

Admin Users Per Organization Contract Privacy Policy

Click on System Settings to get to
the Importer Reporting.

In order to query the administrative
roles, the Wholesale Admin has to
select his own importer
organization (eg. DEUGRPV) or
any of the child organizations
(Partner / Third Party Organization)
that belong to his importer.

The Wholesale Admin selects the
role/s he wants to query. Multiple
roles can be selected by
mouseover.

The system displays all users with
the selected role in the selected
BID or PartnerIlD / DUNS Number.
If the Wholesale Admin selects a
BID, the excel includes all child
organizations and the users with
the selected administrative roles as
well.

27.09.2023

Imprint
Organizations

Contact

Roles NONE SELECTED ~
Reporting

Importer Reporting

Imprint - Terms of Use - PrivacyPolicy - Help - Data Classification: Intern - Contact - Cookie-Policy

version: 5.15.12

Importer Query:

The importer reporting functionality gives the Wholesale Admin the option to generate an excel file with the
administrative users and their roles for the’ importer context of the Wholesale Admin and/or the Partner and Third Party
Organizations that belong to the importer.

The query can only be executed for the currently selected importer context.
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System Settings

Importer Reporting 2/2

DEUAPPN - GRP Application ~~ System Settings

Home User Management Role Management Applications Management Organization Management Rollout Map Help - Video Guides

Admin Users Per Organization Contract A\

Organizations [ 000000001-DEUAPPN "l

Roles WHOLESALE ADMINISTRATOR ~

Click here to export the Excel
sheet.

Imprint - Terms of Use - Privacy Policy - Help - Data Classification: Intern - Contact - Cookie-Policy

version: 5.15.12

VOLKSWAGEN
Displayed Data:
If the user runs the query, the GRP creates an excel export with the following results:
First Column: BID / PartnerNo/ DUNS No
Second column: Brand of contract

Third column: name of contract

Fourth column: Name of User

Fifth column: Surname of user

Sixth column: email address of the user

Seventh column: Role name (Wholesale, Local Admin, Sales Local Admin or After Sale Local Admin)
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AGENDA ADMINISTRATOR

B 7RAINING DOCUMENTS — ADMINISTRATOR

USER MANAGEMENT - Admins (all level)
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USER MANAGEMENT

Overview

Home User Management Role Management Applications Management Organization Management Rollout Map Help - Video Guides

Click here to access User
Management UsLﬂVwanagement

User Requests

Search

Users Table View

e

User Table View ADD USER

1. In the Users Table View, you manage

userS, remove users from your Context, First Name Sumame Global User 1D Assaciated DF Accaunl Ema
assign roles and generate a Global User
ID' First Name & Surname « Global User ID § Request Clobal User ID TOTP Edit Role

Please start your search. Before your first search no user will be displayed.

2. The filter function tool on the left side of
the screen will be very useful when you —
have a lot of users assigned to

one context.

10+ (10f1)

Please start the user search to get an
overview of the users of the context.

Depending on the entering, you will
receive a list with all users with the same User Management

name, the user with the specific full name . . .

. Each context has his own User Management. This means that you can only administrate users
or, In .the case of an empty search an within this context (e.g. Dealer 12345V). This also applies to wholesalers. A Wholesale Administrator
overview with all users of the context. is not able to administer users on Partner Level (Expectation: Assign Managing Director).

User Management Functions:
*Administer users of this context (Assign roles, Recertification, Global User ID)
*Add user / Answer user requests for this context
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USER MANAGEMENT

Overview
@l DEUGRPV - Group Retail Portal Importeur ~~ System Settings - Andreas Cichon ~~
Home _ Role Management Applications Management Organization Management Rollout Map Help - Video Guides
User Management
User Requests N
e
User Table View ADD USER
Name & Surname & Global User ID Associated DP Account R b TOTP Rol
- . s
aa @ ~
Merouan @ g
Results for Users Table View by S evais ® -
starting the search function without
1 ifi H Arnos local -
gnd?[r)lng a specific name, email or AT, 2 ® ~
Vladimir kol
Administrator
Viadimir ~
Ejaz - - = ~
Joppich WY IIUIESAIE MU LT H
Méller e e e e e 2 ey e e e @ vns s o e 94 @ ~
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USER MANAGEMENT

User Requests 1/4
example Sales Partner Level

User Request

The user Tim requests a

working context.

Pending Requests

Sales Local Admin Partner
Level Paul receives an

Email. He has to open the
User Management to see
all pending requests in his
current context.

Manage User Request

Admin Paul can assign or

decline Tim to his current
context.

27.09.2023

Department: K-AVV-X/R

103



USER MANAGEMENT

User Requests 2/4
example Sales Partner Level

@ DEUGRPV - Group Retail Portal Importeur ~~ System Settings ~~ Andreas Cichon -~

User Management Role Management Applications Management Organization Management Recertification Management Rollout Map Help - Video Guides

User Management

Click here to see a r
user requests. User Requests I_ X
Search
Full Name Email address Assigh.f Detline
Click the check mark to add o
the user to the context. e e B ardh R | ©® |
Click the cross to exclude the by ot Ao O
user from the context.
KEMAL ARDIL GULEZ ©®
The assignment of roles is =sapnlioade O
mandatory Andre Sousa @@
) Manage User Requests
Users who have registered Judith
after the new registration 1. The “.User Requests” page shows a list of all
procedure will be automatically pending user requests for the current context.
deleted from the GRP in case . You can either approve or reject the pending
of rejection. request.

Imprint - Termsof use - Privacy - Help - Data

version: 5,0.3.1

VOLKSWAGEN

AKTIENGESELLSCHAFT
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USER MANAGEMENT

User Requests 3/4

example Sales Partner Level

User role

User Tim is Service
Manager. Admin Paul has
to assign the Service
Manager role to user Tim.

Admin Rights

If necessary Admin Paul
can assign Tim to Admin
Rights.

Global User ID

User Tim needs a Global
User ID, Admin Paul can
create one for him.

27.09.2023
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USER MANAGEMENT

User Requests 4/4
example Sales Partner Level

up Re

User Management Role Management Applications Management Organization Manageme Recertification Mar emer Rollout Map Help - Video Guides

After approving a user

request, the user will be UsesManagement

notified about the

approval via email. User Requests v
User Table View & Y  ADD USER
First Name & Surname ~ Global User ID ¢ Associated DP Account Email € User Role Request Global User ID Re-certification TOTP Edit Role

Choose a role for the new
user and assign

admlnlstratlon rlg htS |f Assign/Un-assign Admin roles to user Assign/Un-assign Non Admin roles to user Remove User
necessary. YOU can aISO i Account Manager Bl Remove this user from context
create a Global User ID in PE—————
that step. .
After Sales Service Person
If the field is grayed out, et Author
yOU don‘t have the Brand Manager
authority to assign this - :
role.

Click ,Save" to save the
roles and rights for the
user.

Jo
9
<

Merouan
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USER MANAGEMENT

Users Table View 2/3

Click the filter icon to see the
roles.

VY] DEUGRPV - Group Retail Portal Importeur - System Settings Andreas Cichon

Role Management Applications Management Organization Management Rollout Map Help - Video Guides

User Management

User Requests

User Table View

Ll'i ' ADD USER

I

Choose a role / roles to
filter users by role.

27.09.2023

— |U

Wholesale Administrator
Account Manager

Brand Manager
Complaint Manager

Fleet Manager

B gLl O gL O JLI

Marketing Manager

—_ ucarer

more

Users Table View

1. In the Users Table View, you manage users, remove users from your context, assign roles and

generate a Global User ID.

2. The filter function tool on the right side of the screen will be very useful when you have a lot of users
assigned to one context.
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USER MANAGEMENT

Users Table View §/3

Search users or roles by using the
search function.

27.09.2023

t mbH Q...

Home User Management e Applica Aanagement C ation Mana

User Management

User Requests

e oL g
CUIETTEOETTTewW

r—Q W  ADD USER

First Name $ Surname = Global User ID & Associated DP Account Email ¥

Andreas Cichon a.cichon@re-think.consulting

Assign/Un-assign Admin roles to user Assign/Un-assign Non Admin roles to user

Account Manager

After Sales Manager

After Sales Service Person
Author

[ Lecal Administrator

Brand Manager

Diinimana Aaaliond

Department: K-AVV-X/R

L

User Rale Request Global User ID TOTP Edit Role

Wholesale Administrator

Remove User

[ Remove this user fram context

CANCEL SAVE
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USER MANAGEMENT

Remove user 1/3
example Sales Partner Level

Remove user

Service Manager Tim
wants to be removed from
the current context.

Admin Paul

Admin Paul can remove
Tim from the context while
working in the Users Table
View editing Tims role.

Confirmation

Paul has to confirm

removing Tim from the
current context.

27.09.2023
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USER MANAGEMENT

Remove user 2/3

To remove user from current
context, edit the user in User
Table View and click on “Remove
user from Context®.

27.09.2023

betreuung

Home User Management Role Management

User Management

User Requests

User Table View

First Name <

Surname & Global UserID 2
deje meme

fo

Assign/Un-assign Admin roles to user

aft mbH Q.. ~~

Applications Management Organization Management

Associated DP Account Email £

dejeb89873@johnderasia.com

Assign/Un-assign Non Admin roles to user

Rollout Map

System Settings ~~

Help - Video Guides

Qv
User Role Request Global User 1D TOTP
LucalAdministr.}tpr, o @
Wholesale Administrator =3

Local Administrator

Remove User

Local Administrator

Account Manager

After Sales Manager

After Sales Service Person
Author

Brand Manager

Users Table View

- Remove this user from context

ADD USER

Edit Role

CANCEL SAVE

Users that actually have the role Wholesale admin, cannot remove themselves or
other users with the role Wholesale Admin under "remove user form this context®.

Department: K-AVV-X/R
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USER MANAGEMENT

Remove user 3/3

Click ,Save* to confirm.

27.09.2023

User Management Aanag t s Management C i on Mana n Rollout N

User Management

User Requests N
User Table View Q. %  ADD USER
First Name € Surname Global User ID Associated DP Account Email ¢ User Role Request Global User ID TOTP Edit Role

Local Administrator,

deje meme dejeb89873@johnderasia.com Wholssale Administrator =N @

Local Administrator

Assign/Un-assign Admin roles to user Assign/Un-assign Non Admin roles to user Remove User

- | Remove this user from context
Account Manager

After Sales Manager
After Sales Service Person
Author

Local Administrator
Brand Manager

CANCEL SAVE
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USER MANAGEMENT

Add user 1/4

example After Sales Partner Level

Add user

After Sales Local Admin
PArtner Level Laura wants
to add the user Markus
actively, who is Logistic
Manager to her current
context.

User Markus

User Markus already is
registered in Group Retail
Portal.

User role

Laura has to assign
Markus to his role as

Logistic Manager. She also
creates his Global User ID
and could assign him to
Admin Rights.

27.09.2023

Department: K-AVV-X/R
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USER MANAGEMENT

Add user 2/4

& DEUGRPV - Group Retail Portal Importeur ~- System Settings ~” Andreas Cichon
NS

Role Management Applications Management Organization Management Rollout Map Help - Video Guides

User Management

User Requests N

User Table View ADD USER

Click here to add a user to
your current context.

®

Enter User Name

“next”.

Fill in the Username and click r‘ Username *

BACK

* Username field is mandatory

Add Users actively

1.The administrator can add users actively without a context request from a user. For that the user must
be registered in Group Retail Portal already.

2.To add a user to one of your other contexts you need to change the context first.
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USER MANAGEMENT

Add user 3/4

User Table View ADD USER

Enter User Nams

Choose a role for the new user n
and assign Administration Rights = 1121 dougon o e
|f necessary Then C“Ck “Save” [| Local Administrator Account Manager

Aiter Sales Manager

Global User ID

The GUID is already generated for this user

After Sales Service Person
AllAppsRole

Alls Anns

ADD USER

BACK

GUID is automatically generated in
the system for each user, triggered
by the context acceptance.

GUID creation/ GUID is missing

If the user does not have a GUID, the GUID creation is automatically triggered.
If a GUID exists for the user, no further processes are triggered within the GRP

If the GUID creation is not successfull, the User with access to Organization Management eg. Group
Admin, OEM Org Admin or Wholesale Admin can re-trigger the process in Organization Management
via a "Generate GUID" button.
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USER MANAGEMENT

Add user 4/4

@__; DEUGRPV - Group Retail Portal Importeur - System Settings ~ Andreas Cichon ~~

Home _ Role Management Applications Management Organization Management Rollout Map Help - Video Guides

User Management

User Requests N

User Table View ADD USER

The user has been @ O | O
added successfully to —

the current context.

ter User Name Select Role Success

BACK

Imprint - Terms of use - Privacy - Help - Data Classification: Intern - Contact

version: 5.0.3.1

VOLKSWAGEN

AKTIENGESELLSCHAFT
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USER MANAGEMENT

Activating the TOTP process

@ DEUGRPV - Group Retail Portal Importeur System Settings Andreas Cichon ~

Role Management Applications Management Organization Management Rollout Map Help - Video Guides

User Management

User Requests ~
User Table View Q Y  ADD USER
First Name % Surname = Global User ID % Associated DP Account Email User Role Request Global User ID TOTP Edit Role
d.tran@re-think.consulting sl ks

aa aa dpkSlcg o .@yopmail.com Wholesale Administrator 2 @ pd

You can activate the TOTP . booubids  cdpiampr il lo@volkswagende i ® ok

process for the user by clicking |‘_

on the OTP button for the All level Admin defowe3 . gmailcom Whaolesale Administrator fo L I_@ v

i Account Manager, Brand
reSpeCt|Ve user GUID . GRP4 @Dhartmannprivat.com Manager, Fleet Manager, and 4 2 @ e
generation is requried first. The
H H After Sales Manager, Local
user then receives an emall Afonichev dpsasfx @ @re-think.consulting Administrator, ngmlesa\e Lok ) ~

with further instructions. Note:

Afonichev dpv6763 @

If a user has not yet continued the TOTP process, the OTP button will turn red again after four
Ahased Rasd M hours so that it can be triggered again.

Alexander R | a green button turns orange, it will turn green again after four hours.

Alexandra

If the user has changed his mobile device, he has to restart the TOTP process again.

TOTP for Admins is automatically triggered.
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USER MANAGEMENT

Re-Initiate TOTP Process

@: DEUGRPV - Group Retail Portal Importeur System Settings Andreas Cichon ~

Role Management Applications Management Organization Management Rollout Map Help - Video Guides

User Management

User Requests N
User Table View & Y  ADD USER
First Name & Surname ~ Global User ID & Associated DP Account Email ¢ User Role Request Global User ID TOTP Edit Role
. g ~
You can re-initiate the
TOTP process after 4 - - I—— ® o
hours by clicking on
the TOTP button for Merouan - T Mmmmmes st L @ N
the respective user.
All levels - - . & @ e
Q;:‘ugflwa] Account Manager, Brand o @ iy
Viadimir - e o ; ~
Viadimir O AnucTca M B — T o e
Ejaz - T o Lr 3 N
Joppich »gn .
Notification:
Maéller

If a user has not yet proceeded with the TOTP process, the OTP button turns red again after four
hours so that it can be re-triggered.

If a green TOTP button turns orange, it turns green again after four hours.
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USER MANAGEMENT

Deactivation/Activation of E-mail
notification regarding context request

DEUOEMY - Volkswagen PC System Settings|

User Management Role Management Applications Management ‘Organization Management Rollout Status Help - Video Guides

User Profile Edit Profile

Global User 1D

Regarding your Admin role you

always get the notification mails e o
of the user request of
contextes. Emal - Time Zone -
m EuropersBerlin {(+02:00)
You are able to deactivate or rT(tivatefdeactivate context request notification mails
® enable O Disable

activate this mail support in the
main menue ,MY account* at
any time. ﬂ

Delete Account

By deleting your account all of your data will be permanently gone, you will not be able to log in anymore

DELETE

* First Name field is mandatory
* Surname field is mandatory

* Email field is mandato

Time Zone field is mandatory
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ROLE MANAGEMENT

Choose an Organization

DEUGRPN - Group Retail Portal Importeur ~~ System Settings Andreas Cichon ~~

Clle here to access Role R User Manaoor an Applications Management Organization Management Rollout Map Help - Video Guides
Management.
Role Management Add Role

Role Management

. . . : -
Click the filter icon to see the Role View EI_/, ADD ROLE
roles. ‘

L
(] Third Party
D Contact Center |
Choose an Organization you want ] Marketing Agency )
to edit roles for. .
D Finance Center
ire
D Dealer
—_— D Special Partner
1] Managing Director Role Management
1 NNAF SR DivaaLER Role Management is only available for administrators and entitled users on

Importer Level. They have to manage roles for all contexts, which are
connected to the Wholesale Organization.

Role Management Functions:
- Assign applications to roles
- Add local roles
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ROLE MANAGEMENT

Edit roles 1/2

DEUGRPV - Group Retail Portal Importeur ~~ System Settings Andreas Cichon ~~

Home User Management RbIEI:MInia_gE_me'r_lf Applications Management Organization Management Rollout Map Help - Video Guides

Role Management Add Role

Role Management / Application Management

PR RNRES In the Group Retail Portal it is not possible to assign a specific application
Role View to a specific user!

Business Role D = Name 2 e 1.In the Group Retail Portal you can decide which roles can access which
applications.
2.You can adjust the access rights to applications for each role individually.

These rights will only be valid for Dealerships / Third Party Organizations

0 First Level Support associated with your Organization.
3.To authorize a user for a certain application you have to assign the right role
to his User ID.

1 Managing Director

Wholesale Administrator Importer Common [ ] Admin Role

Role Permissions Role Details

Business Role ID Name
Applications
2 Wholesale Administrator

B AccessAudi DEV
Organization type Role Group

B Aftersales Workplace (ASWP) Importer Common

Select the applications that should

be accessible for the chosen role. B APos-NF Description

Admin Role
B APOS-NF Training

You can only select the applications
B appianpoc that are supposed to grant access to
the application. This settings are
B Asan made on Group level.

B Audicms

Click here to save your
settings. CANCEL
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ROLE MANAGEMENT

Edit roles 2/2

Home User Management Role Management Applications Management Organization Management Rollout Map Help - Video Guides

Role Management

Role Management

Role View Q v
R Partner Types /
Business Role ID ~ Name ¢ gtlpgean:;zat\on O’[ganization Subtypes Role Group % Description ¢
e Edit Role
o The first level support has access
0 First Level Support Importer Common to the user module and can search for ~
users and see working contexts and
You can have a look on more roles the user
information by using the tooltip. @ 2 managing director is the
1 Managing Director Partner Dealer Common highest authority at the business. He o

presides over both the sales and
service departments in the company.
A managing director is the
1 Managing Director Third Party Contact Center Common highest authority at the business. He ~
presides over both the sales and
service departments in the company.
A managing director is the

1 Managing Director Third Party Marketing Agency Common highest authority at the business. He ~
presides over both the sales and

Editing Roles

1.Your are only able to see applications that are available for your region.
2.You can adjust the access rights to applications for each role individually.

FYI: These rights will only be valid for Partnerships / Third Party Organizations associated
with your Organization.

FYI: For some applications you also have to select the permissions within the application.
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ROLE MANAGEMENT

Application View 1/2

You will find the new submenu "Application
View" in the role management.

User Management Role Management Applications Management Organization Management Recertification Management Rollout Status Help - Video Guides
The Admin clicks on the "Application View"
menu subitem. T R TR e e et
Here, the roles of the applications can be Role Management
assigned in a separate Application View in
Role Management to facilitate role Role View Q v
management.
Business Role ID = Name & ﬁ_’f:'ci:“i"' :)rr;-s ii?‘sf:.u:".';.fpes Role Group 3 Description %
o Edit Role

In the "Application View", the Admin can
see the list of all activated applications for
his context.

o The first level support has access

0 First Level Support Importer Common to the user rr‘odJIe_and can search for ~
users and see working contexts and

roles of the user.

o The first level support has access

. Production to tl dul d h fi
0 R — Importer t BRI o the user module and can search for v
PP P Operating users and see working contexts and
roles of the user.

o A managing director is the

1 Managing Director Partner Dealer Comman hl'g"l_est authority at the business. He s
presides over both the sales and

service departments in the company.
o A managing director is the
1 Managing Director Third Party Contact Center Common highest authority at the business. He o

presides over both the sales and
service departments in the company.
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ROLE MANAGEMENT

Application View 2/2

The Adm|n Wlth author|zat|on for role User Management Role Management Applications Management Organization Management Recertification Management Rollout Status Help - Video Guides
management selects an application and Role Management  Application View
can mark the roles for which the

application should be visible. Application View

Application View for each Role @

Search application

Aftersales Accessories
Aftersales workwear
Alex Fragestunde APP
AlexApp2021

Appointment Scheduling Tool (Internet)

Activate/Deactivate Application permission for Roles

Deactivated Roles W Activated Roles 5T
Channel Manager (12, Importer, Common)
Local Administrator (22, Importer, Comman) E
Mechanic (14, Partner, Dealer, After Sales)

Managing Director {1, Partner, Converter Partner,
Commaon)

Qualification Officer (11, Partner, Dealer, Common}

SAVE
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APPLICATION MANAGEMENT

OVeereW DEUGRPN - Group Retail Portal Importeur ~~ System Settings ~~ @ Admin Area
User Management Role Management Applications Management Organization Management Recertification Management Rollout Status Help - Video Guides
Applications Managément Using Type Management
Applications Management
Click here to access Application Activate/Deactivate Applications @
Management.
Deactivated Applications Activated Applications

CROSS Parts Mobile | Audi Portal I

CROSS Werkstattplaner E Dealer Portal

Customized Solution Portal Dev Dealer Portal CPN

DISS Monitor E Digital Training Center

DISS Monitor @S2 Elsa2Go

FlzaPro 051 Administration FlsaPro

Imprint - TermsofUse - PrivacyPolicy - Help - FAQ - Data Classification: Intern - Contact - Cookie Policy - Third Party License Notices

version: 5.43.3

Group Retail Portal Importeur

Application Management is only available for
administrators and entitled users on Importer Level.

They have to manage applications for all contexts,
which are connected to the Wholesale Organization.
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APPLICATION MANAGEMENT

Add / Remove application

DEUGRPN - Group Retail Portal Importeur ~~ System Settings ~~ @ Admin Area

User Management Role Management Applications Management Organization Management Recertification Management Rollout Status Help - Video Guides

Applications Management Using Type Management

Applications Management

Activate/Deactivate Applications @

Deactivated Applications Activated Applications

CROSS Parts Mobile | Audi Portal I
CROSS Werkstattplaner Dealer Portal

Customized Solution Portal Dev Dealer Portal CPN

{B g

DISS Meonitor Digital Training Center
You activate or deactivate DISS Honitor Qs3 Elsa260
applications by clicking on the e FisaPra

arrows.

After activating or deactivating
applications you have to save your

ChangeS- Imprint - Terms of Use - Privacy Policy - Help - FAQ - Data Classification: Intern - Contact - Cookie Policy - Third Party License Notices

version: 5.43.3

Group Retail Portal Importeur

Application Management is only available for
administrators and entitled users on Importer Level.

They have to manage applications for all contexts,
which are connected to the Wholesale Organization.

27.09.2023 Department: K-AVV-X/R 127



APPLICATION MANAGEMENT

USlng Type Management DEUGRPN - Group Retail Portal Importeur ~

User Management Role Management Applications Management Organization management Recertification management Rollout status Help - videa Guides

Applications Management  Using Type Managemant
Using Type Management
Using Type Management

Select Using Type ©

Partner Application Management @@

D
D
D
E
E

Select the application you want to |
administrate here.

Activate/Deactivate Organizations

Activata Application for naw Organizations automatically

Button that allows to automatically | D —
activate all new organizations for
certain application. Deacivated Organizatians Rativates organizatons

Select certain Partners and click on l.—,

the arrow to the left/right
deactivate/activate the selected
application for them. =

Imprint - TermsofUse - PrivacyPolicy - Help - FAQ - Data Classification:Intern - Contact - CookiePolicy - Third Party License Natices

vansn:

Group Retail Portal Importeur

Using Type Management is only available for
administrators and entitled users on Importer Level.

They are able to assign access rights to certain
Partners for selected applications.
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ORGANIZATION MANAGEMEN

Organization table View/ Search
funCtion Home User Management Role Management Applications Management Organization Management Rollout Map Help - Video Guides

Organization Management Assign Administrative Roles Create ThirdParty Organizatinn

Organization Management

Click here to access Organization
Management. ,Search mask® is

Organization Table View EXPORT

displayed. Organization Key SELECT ORGANIZATION TYPES ~ SELECT ORGANIZATION SUBTYPES ~ Name
Now you can (but does not have

to) define following search
parameters to limit the amount of
organizations displayed:

Partner Types /

Ocrganlzatmn Key Organization type ¢ Organization Subtypes Name & Parent Organization Key
A
¢

H H Please start your search. Before your first search no organization will be displayed.
» Organization key y Y 8 pay

» Organization type | - (10f 1)
» Partnertypes / Organization

Subtypes
« Name

Imprint - Terms of Use - Privacy Policy - Help - Data Classification: Intern - Contact - Cookie-Policy
User click on "Search®.
Search results are dISpIayed Organization Management

Organization Management is only available for administrators and entitled users on Importer Level. They
have to manage Organizations for all contexts, which are connected to the Wholesale Organization.

Organization Management Functions:
*Assign Managing Director / Local Administrator for a Dealership

*Manage Third Party Organizations

*Create Third Party Organizations
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RGANIZATION MANAGEMEN

Assign Managing Director / Local
Administrator 1/6 ®

DEUGRPV - Group Retail Portal Importeur ~- System Settings Andreas Cichon

User Management Role Management Applications Management Rollout Map Help - Video Guides

Organization Management Assign Administrative Roles Create Third Party Organization

Organization Management

Organization Table View Q YW  EXPORT
Organizatio & Organizatio s pas{ Qrganization Name %
Parent Org ation Key
DEU06789V Partner Dealer Group Retail Portal Dealer DEUGRPY
000000000-DEUGRPV Third Party Finance Center VW Welt_Test DEUGRPV
001346899-DEUGRPV Third Party Marketing Agency KT Netuk DEUGRPV
Double click here to edit an
organization_ A new window will 006179601-DEUGRPV Third Party Marketing Agency K& HA DEUGRPY
open.
006236299-DEUGRPV Third Party Contact Center ¥ Group DEUGRPV
009976567-DEUGRPV Third Party Finance Center FERR L L DEUGRPV
010010001-DEUGRPV Third Party Contact Center FACT OEM DEUGRPV
010010002-DEUGRPV Third Party Admin Context VSC/1 BWD OEM DEUGRPV
010010005-DEUGRPV Third Party Contact Center CASIS OEM DEUGRPV
010203045-DEUGRPV Third Party Admin Context Elsa DCP 1100 DEUGRPV
L 10 ¢ (1of54) > =
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ORGANIZATION MANAGEMEN

Assign Managing Director / Local
Administrator 2/6 ®

DEUGRPV - Group Retail Portal Importeur ~~

User Management Role Management Applications Management nt Rollout Map

Organization Management Assign Administrative Roles Create Third Party Organization

Edit Organization

@

Edit Organization

You can assign new administrators

Help - Video Guides

stem Settings ~~ Andreas Cichon ~~

here. Srganlastlaciiam eTigTEd-Ads et eRolss

VW Welt_Test

ASSIGN ADMINISTRATIVE ROLES

[ —

Name Role Email del
Organization Key * Local
Malin Administrator /
A 31 Ik: .d
000000000-DEUGRPV Managing s@yolkswogen.de ®
Director
Luke Managing \@re-think.consuitin ®
Organization Types * 5 Director ; : g
Third Party Nt Local
Ingo Administrator Dvolkswagen.de @
R Organization Subtypes * feste user Local byom.de
Click here, to remove an Administrator @by L ®)
. Finance Center R
administrator from the Local ;
. . Anne Administrator ster@volkswagen.de ®
organization.
Market
Germany b
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ORGANIZATION MANAGEMEN

Assign Managing Director / Local
Administrator 3/6

@ DEUGRPV - Group Retail Portal Importeur ~- System Settings ~” Andreas Cichon

User Management Role Management Applications Mawegament 14 Rollout Map Help - Video Guides

Organization Management Assign Administrative Roles Create Third Party Organization

Identify organization

C“Ck here to ass'gn a new Organization type * Chuntry Code * ° BID / Partnerkey * o Brand *
administrator to an organization. pFy - Volkswagen (V] -
BACK

* Organization type field is mandatery

* Organization Key field is mandatory

Imprint - Terms of Use - Privacy - Help - Data Classification: Intern - Contact

version: 5.0.3.47.5

VOLKSWAGEN

AKTIENGESELLSCHAFT
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ORGANIZATION MANAGEMEN

Assign Managing Director / Local
Administrator 4/6

Fill in the KVPS Partnerkey
or the DUNS number of the
Third Party Organization
you want the Managing

@ DEUGRPV - Group Retail Portal Importeur System Settings rre i e

User Management Role Management Applications Management it Rollout Map Help - Video Guides

Organization Management Assign Administrative Roles Create Third Party Organization

Identify organization

Organization type * Country Code * 0 BID / Partnerkey * o Brand *

Partner ~ DEU ~ Volkswagen (V) ~

Director assign for.

Click “Next”.

27.09.2023

BACK

* Organization type field is mandatory

* Organization Key field is mandatory
Initialize contexts (Dealerships)
Before any enduser can request a context, there

must be a’Managing Director assigned to that
context.

Imprint - Terms of Use - Privacy - Help - Data Classification: Intern - Contact

version: 5.0.3.47.5

VOLKSWAGEN

AETIENGESTLLSEMAFT
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ORGANIZATION MANAGEMEN

Assign Managing Director / Local
Administrator 5/6 )

DEUGRPV - Group Retail Portal Importeur ~~ System Settings ~~ Andreas Cichon ~-

User Management Role Management Applications Management nt Rollout Map Help - Video Guides

Organization Management Assign Administrative Roles Create Third Party Organization

Identify organization

Please double check, if you have r

selected the correct KVPS key /
Third Party Organization.

DEUO0B789V Group Retail Portal Dealer

Fill in the Username of the user Username *

. . ~
you would like to assign as L | \@vw-autohaus.de |
Managing Director to the selected
context.
Click ,NEXT*. l ,

BACK

" Username field is mandatory

Imprint - Terms of Use - Privacy - Help - Data Classification: intern - Contact

version: 5.0.3.47.5

VOLKSWAGEN

AKTIENGESELLSCHART
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ORGANIZATION MANAGEMEN

Assign Managing Director / Local
Administrator 6/6

Click here to assign the Managing
Director or a Local Administrator to

@ DEUGRPV - Group Retail Portal Importeur ~-

User Management Role Management Applications Management Rollout Map Help - Video Guides

Organization Management Assign Administrative Roles Create Third Party Organization

Confirm

Organization Key Organization Name Addr

DEU06789V Group Retail Portal Dealer

Username *

First Name * Surname *

ASSIGN LOCAL ADMINISTRATOR ASSIGN SALES LOCAL ADMINISTRATOR ASSIGN AFTERSALES LOCAL ADMINISTRATOR

J

the chosen context.

27.09.2023

* First Name field is mandatory

*Surname field is mandatory

BACK

Assign Managing Director

System Settings ~~

Andreas Cichon ~~

You are only allowed to assign two Managing Directors

to each Partner context. If there are already two
Managing Directors, it is not possible to assign one
more.

Department: K-AVV-X/R
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ORGANIZATION MANAGEMEN

Assign Managing Director / Local
Administrator without registration 1/4

System Settings >~ @ Admin Area

Nv\/l DEUQEMY - Volkswagen PC ~

User Management Role Management Applications Management Organization Management Rollout Status Help - Video Guides

Organization Management Assign Administrative Roles Manage Third Party Subtypes

Identify organization

Organization Key Crganization Name Address
DEL Group Retail Portal Imparteur Alemannenhof 2, Langenhagen, Germany
Enter the email address of the
Email *

admin/managing director you want
to assign to the context. l

NEXT

:

BACK

The message appears that the
user does not yet exist in the You are about to add a new User

GRP. Click Create.

The User deesn’t exist. Do you want to create a new User?

CANCEL CREATE
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ORGANIZATION MANAGEMEN

Assign Managing Director / Local
Administrator without registration 2/4

User Management Role Management Applications Management Organization Management Rollout Status Help - Video Guides

Organization Management Assign Administrative Roles Manage Third Party Subtypes

Identify organization

Organization Key Crganization Name Address
DEUGRPV Group Retail Portal Importeur Alemannenhof 2, Langenhagen, Germany
Email *

Yy {@byom.de

Create the user with name and last

name. ‘
First Name * Surname *

Dialing Code *
Germany +4% Al
obile Phone Number * o Confirm Mobile Phone Number * o

Here please enter the user's

mobile phone number. This

She il s peeoore oY - [ cemmrmmsanme || sercememmes |
. . ASSIGN WHOLESALE ADMINISTRATOR ASSIGN MANAGING DIRECTOR

SMS. He will also receive an e-

mail with a confirmation link. If he

follows this, he will be asked for the BACK

initial password in the SMS.

SMS dispatch depending on country

A maximum of three SMS can be
sent per user.

If your country does NOT support sending SMS, you will automatically receive the initial password in the confirmation e-mail.
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ORGANIZATION MANAGEMEN

Assign Managing Director / Local
Administrator without registration 3/4

=

@ Confirmation link with initial password has been sent to the added user. Please note, that the confirmation has to be done by the user within 9 days_

User Management Role Management Applications Management Organization Management Rollout Status Help - Video Guides

Organization Management Assign Administrative Roles Manage Third Party Subtypes

A confirmation banner is Organization Management
displayed that the user has
successfully added Organization Table View EXPORT
The user has to be confirm the
. . Clp e Organization Key SELECT LEVEL SELECT ORGANIZATION TYPES ~ SELECT ORGANIZATION SUBTYPES ~ Name
registration within 9 days. TYPES -
C;gaﬁizatim Key Level Type ¢ Organization type & g?;r:-rei;;gi?;.l:t',-pes Mame & Parent Organization Key

v

Please start your search. Before your first search no organization will be displayed.

10~ (1 0f1)
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ORGANIZATION MANAGEMEN

Assign Managing Director / Local
Administrator without registration 4/4

Example of the confirmation mail
incl. the validation link. Copy the
link in the mail into your browser,
the password change function will
open. Please note, the link is only
available for total of 3 times of
trying to access.

As soon as the user has confirmed
the registration by e-mail and/or
SMS, he will be asked to change
the initial password.

27.09.2023

Sender: groupretailportal-qa@global.volkswagenag.com
HTML @ Text @

Dear Tester Test,

An Admin started the Group Retail Portal registration process for vou. After clicking the confirmation link, vou will receive a SMS with
the initial password.

The SMS can be retriggerd by clicking the link again (two times maximum).

Please verify your email address by clicking the link below:

https://grp-qa.global. volkswagenag.conyweb/public/2faConfirmationLink?token=a4a5e122-9863-4f71-8a86-6966 1 ec8cc89

You must verify your email address within 9 days, otherwise the registration will not be finished.

If you can not click on the link, please copy the link-address and paste it manually into vour browser.

Please be aware that the link is only available for total 3 times of trying to access. Your user data will be deleted from GRP after
the fourth time clicking the confirmation link. If vou do not receive your initial password after 3 times via SMS. We suggest to
delete your account by clicking the link again (fourth time) so your responsible admin can be notified and start your registration
process within GRP again.

Your Group Retail Portal team
© Volkswagen AG.

VOLKSWAGEN

Group Retail Portal

Change password Edit Password

The password contains at least 12 characters and contains at least one character of the following categories: lower case letter (a-z,8,i1,8,3), upper case letter (A-2,0,8,A), number (0-3), special
character [ @%+/"1#5~7..(){}[]~"-_. ) and contains at most three successive identical characters. Password is not among of the previous 5 passwords.

Current Password *
New Password *

Confirm new Password *

CHANGE PASSWORD
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RGANIZATION MANAGEMEN

Edit an organization / Local
Administrator 1/2 ®

DEUGRPV - Group Retail Portal Importeur ~~ tem Settings ~~ Andreas Cichon ~-

User Management Role Management Applications Management y nent Rollout Map Help - Video Gu

Organization Management Assign Administrative Roles Create Third Party Organization

Organization Management

Organization Table View Q W  EXPORT
Organization type & ;.-1 r |3.£-;5‘_i f Organization Wi o
8 Subtypes &
Parent Organization Key
DEU0O6789V Partner Dealer Group Retail Portal Dealer DEUGRPV
000000000-DEUGRPV Third Party Finance Center VW Welt_Test DEUGRPV
. . 001346899-DEUGRPV Third Party Marketing Agency KT Netuk DEUGRPV
Double click here to edit an
organization. A new window will 006179601-DEUGRPY Third Party Marketing Agency %@ B3 DEUGRPV
open.
006236299-DEUGRPV Third Party Contact Center ¥ Group DEUGRPV
009976567-DEUGRPV Third Party Finance Center MAmEEET DEUGRPV
010010001-DEUGRPV Third Party Contact Center FACT OEM DEUGRPV
010010002-DEUGRPV Third Party Admin Context VSC/1 BWD OEM DEUGRPV
010010005-DEUGRPV Third Party Contact Center CASIS OEM DEUGRPV
010203045-DEUGRPV Third Party Admin Context Elsa DCP 1100 DEUGRPV
2 10 ¢ (1aof54) > =
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ORGANIZATION MANAGEMEN

Edit an organization / Local
Administrator 2/2

In this section you can add —_—

important contact information for
an organization.

Click “save” to save your changes.

27.09.2023

Partner

Organization Subtypes *

Dealer

Market

Germany

Contact Type

PHONE

Contact Info *

«49

Address Type

MAIN

Street/Number *

Postal Code *

City *

State

Country

Germany

CLOSE

SAVE

Department: K-AVV-X/R

puppren
Alexander

g lars

Yannick

Lorenzen

Niklas

Martyna

Andreas |

Rafael

Marco

Team Falcon

e

Ejaz

Stefan

Anne

Odo Tes

Alexander| |

Lukas |

All levels Admin

Managing
Director / Local
Administrator

Managing
Director

Aftersales Local
Administrator /
Local
Administrator

Local
Administrator

Aftersales Local
Administrator /
Local
Administrator

Local
Administrator

Local
Administrator

Aftersales Local
Administrator /
Sales Local
Administrator /
Local
Administrator

Local
Administrator

Aftersales Local
Administrator /
Sales Local
Administrator

Sales Local
Administrator /
Local
Administrator

Local
Administrator

Local
Administrator

Sales Local
Administrator

Local
Administrator

Local
Administrator

Local
Administrator

® ®& ® ® &

®

®

® @ @& ® ® ® ®
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B 7RAINING DOCUMENTS — ADMINISTRATOR

RECERTIFICATION PROCESS
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RECERTIFICATION PROCESS

Recertification Management

(87 VW-GROUP - Vo agen Group @ Application Admin Area @ Admin Area Ejaz Ahamed *~
W B p pp I

&

Home User Management Role Management Applications Management Organization Management Recertification Management Help - Video Guides

Recertification Management Recertification Configuration
Recertification Management

Recertification Admins Table

In this section you have to —
recertificate user. By entering the sename 8 Name 2 test & fole 2 l dat nd date £
Recertfication Management you
get an Overview of Users which DEUGRPY Managing Director 2022-02:20 2022-08-19
need to recertfiicate.

dprijau VW AG PKW User GRP Test DEUPVWY Whalesale Administrator 2022-02-20 2022-08-19

AREZ19A Managing Director 2022-02-20 1022-08-19

The Table VieW W|” keep yOU GBR210A Wholesale Administrator 2022-02-20 2022-08-19
informed about the deadline of this

b doevtke TA Admin GBRZ1DA Whaolesale Administrator 2022-02-20 2022-08-19
job.
GBRZ1DA Whaolesale Administrator 2022-02-20 2022-08-19
GBR21DA Wholesale Administrator 2022-02-20 2022-08-19
GBR2Z1DA Whaolesale Administrator 2022-02-20 2022-08-19

serl+grp

2005112108 @gmail.co L %4 F=F GBRZ10A Wholesale Administrator 2022-02-20 2022-08-19

GBR21DA Whaolesale Administrator 2022-02-20 2022-08-19
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RECERTIFICATION PROCESS

Recertification Approval

VW-GROUP - Volkswagen Group

Home User Management Role Management Applications Management Organization Management Recertification Management

Recertification Management Recertification Configuration

Recertification Management

Recertification Admins Table

L dpulrd
If you have approved the user, dpulffa Sogeti Test User Marcy Farrell BRA9SGBY Wholesale Administrator 2021-09-09

please click on the green icon.

User will still remain in the working 10+ (1of1)

@ Application Admin Area

Help - Video Guides

2022-03-08

@ Admin Area

Ejaz Ahamed ~~

context.

After approval you will get the

confirmation of a successful
rece rt|f| Cation @ Application Owner ejaz.ahamed @sogeti.com was successfully re-certified

Test User Two

Akojen

Applikation - OIDC_01

27.09.2023 Department: K-AVV-X/R
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RECERTIFICATION PROCESS

Recertification Rejection

If you won't give approval for a
user, choose the red icon to reject
the recertification.

f\?\/] VW-GROUP - Volkswagen Group ~~

Home User Management Role Management Applications Management Organization Management Recertification Management

Recertification Management Recertification Configuration

Recertification Management

Recertification Admins Table

Isername ¥ Name & xt & le & Start date ~
apeyki
dp6ykjx Sogeti Test User Marcy Farrell BRAZIBV Wholesale Administrator 2021-09-09
50 - (Lof1)

@ Admin Area Ejaz Ahamed ~~

@ Application Admin Area

Help - Video Guides

2022-03-08 2 =
;ﬁ]ll

After rejection you will get the
confirmation of a successful
rejection. User is not re-certfied.

27.09.2023

@ Wholesale Administrator 3zu_3ev5ca9rg6fk@byom.de was not re-certified

Applications Management Organization Management Recertification Management

Home User Management Role Management

Recertification Management Recertification Configuration

Recertification Management

Recertification Admins Table

No records found

En da £ A

Department: K-AVV-X/R

Help - Video Guides
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RECERTIFICATION PROCESS

Recertification Rejection

You are about to delete the user from GRP.

After rejection, user will be deleted
from GRP. Please click the Button
“Delete user from GRP tO flnallze I'!'.'_'I_| AfE about r_il_-l-_-t-_- ‘_-',u;\.;._'lq_-':. _-_-5! LT .’."u“_',.. Fdl :q_—l ‘rr|:|r1; the

the rejection process. system permanently. Are you willing to process

CANCEL DELETE USER FROM THE GRP

Rejection of a User

The rejection is just for the mentioned context. If the User is a member of different working contexts,

he will stay in GRP for those ones. Each context has ist own recertificatio process.
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RECERTIFICATION PROCESS

Recertification Rejection

After successful rejection, user
won't be able to login again.

27.09.2023

Welcome to Group Retail Portal

Password Certificate SecurlD

Username (| |

Password

Authentication failed: Your username or password was invalid.

LOGIN

Create a new Account (QA) Forgot Password? (QA)

Department: K-AVV-X/R
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B 7RAINING DOCUMENTS — ADMINISTRATOR

LEGAL DOCUMENTS - Wholesale Admin / Managing Director
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LEGAL DOCUMENTS

Overview

Click here to open the System
Settings for adding legal
documents.

Choose one of the options:
- Terms of Use

- Data Privacy Policy

- Imprint

- Contact

27.09.2023

DEUGRPV - Group Retail Portal Importeur ~~

User Management

Role Management

Applications Management

Organization Management

Rollout Map Help - Video ¢

Terms of Use

Data Privacy Policy

Bookmarks

add

https:{/grp-prelive.global.volkswagenag.com/web/module/home#

Last used

Applications

Imprint

Contact

Systefn Settings .~

A APP

APP APP

APP APP APP

APP

APOS-NF ¥

APOS-NF vy AST- QA

w AVP Portal - 57 AccessAudi 17

Aftersales Yy Audi CMS

Training Digital DEV Warkplace
Retail (ASWP)

APP APP APP APP APP APP APP
AudiCMS Y7 Audi CMS ¥y Audi Knowl- ¥ Audi Knowl- T/’% Audi Knowl- 17 Audi Knowl- 7 Audi Knowl- ¥7
POC Tull edge Tank edge Tank edge Tank edge Tank edge Tank

DEV Test Preview Preview Test Test Staging
Staging

Local Legal

Docs

Andreas Cichon ~~

Wholesale Admins and Managing Directors can upload the Local Legal Docs for their
contexts. If there is no local legal document uploaded by the Wholesale Admin or

Managing Director, the documents of the parent organization are displayed.

If a user opens a legal document under the respective footer section, the GRP displays
the legal document in the language of the user.

If the displayed document is not available in the profile language, the GRP displays the
parent document in English.

Department: K-AVV-X/R
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LEGAL DOCUMENTS

System Settings / Legal Documents
at AdmInIStrator 1/9 @ DEUGRPYV - Group Retail Portal Importeur ~~ System Settings ~~ Andreas Cichon ~~

User Management Role Management Applications Management Organization Management Rollout Map Help - Video Guides

Terms of Use |— ADD

Click ,ADD" to create a new
document. . | R I.

Name Language

tolU en-Us CBL

Imprint - Termsof Use - Privacy - Help - Data Classification: intern - Contact

version: 5.0.3.47.5

VOLKSWAGEN

AKTIENGESELLSCHART
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LEGAL DOCUMENTS

System Settings / Legal Documents
for Administrator 2/9

Add new legal document

Choose the language your Choose Language
document is written in. be

=
Title

Enter the correct title of your legal
document. 1

FComments

Optional: leave a comment, if
necessary.

=
valid date

Indicate from when the document

05/11/2023

is valid. L
Mandatory Approval
Indicates whether the approval to < Msndstory Approval
the selected document is Fcontant
mandatory or nOt The TOU are Sans Serif ¢ MNormal % : % Hi Hz 27 <

always mandatory.

The relevant document/ text can be
filled in and edited in the Content .

Click ,ADD* to save your
information and upload your I: ol |
document.
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LEGAL DOCUMENTS

System Settings / Legal Documents
at Administrator 3/9 e

(1) New legal document saved successfully.

(D New legal document saved successfully.

Terms of Use ‘ ADD ,

Name Language

Your document appears in the ,
i English DPP test en
following column.

If you need to upload a new
version, click here.

Imprint - Termsof Use - Privacy - Help - Data Classification: Intern - Contact

il 5.0.3.44.5

VOLKSWAGEN
Footer

The documents become available in the

footer on the day of the selected valid date.
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LEGAL DOCUMENTS

System Settings / Legal Documents
at Administrator 5/9

Go back to ,System Settings* and
choose the next legal document to
upload your file.

27.09.2023

DEUGRPV - Group Retail Portal Importeur ~~

User Management Role Management Applications Management

Organization Management Rollout Map Help - Vid{

Bookmarks Last used

2 Applications

add

A

APP

System Settings .~ Andreas Cichon ~~

{0t

Terms of Use

Data Privacy Policy

Imprint

Contact

APDS-NF

Audi CM5

POC

APP APP APP APP APP

AST- QA w AVP Portal - 37 AccessAudi 17 Aftersales Yy Audi CMS <7
Digital DEV Workplace
Retail (ASWP)

APP APP APP APP APP
Audi Knowl- ¥ Audi Knowl- ¥7 Audi Knowl- 17 Audi Knowl- 77 Audi Knowl- ¥7
edge Tank edge Tank edge Tank edge Tank edge Tank
DEV Test Preview Preview Test Test Staging

Staging

APP APP

Audi Portal ¢

https:{/grp-prelive.global.volkswagenag.com/web/module/home# I

Department: K-AVV-X/R

AudiVMS ¥ appianpoc ¥y
Test

System Settings Legal Documents

Repeat this steps for all legal documents:
Terms of Use, Data Privacy Policy, Imprint
and Contact.
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LEGAL DOCUMENTS

System Settings / Legal Documents
at Administrator 6/9

After every new upload of the
Terms of Use or Data Privacy, the
users of your market have to
accept the new Terms of Use and —
confirm to have seen the new -
Privacy Policy. Otherwise they
won'‘t be able to access that
context.
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LEGAL DOCUMENTS

System Settings / Legal Documents
at Administrator 7/9

DEU100V - Volkswagen Vertriebs- betreuungsgesellschaft mbH Qualitdtsm... ~- System Settings Andreas Cichon -

User Management Role Management Applications Management Organization Management Rellout Map Help - Video Guides

After you have uploaded a Terms of Use ADD
new version, the GRP

provides a version history to

the authorized user

(Wholesale Admin / MD of e - - -
the Importer) for each sub- l__J

navigation option.

To see the version history, go
to the last modified document
under ,System Settings“ and
click on the arrow.

Imprint - Termsof Use - Privacy - Help - Data Classification: Intern - Contact

VOLKSWAGEN
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LEGAL DOCUMENTS

System Settings / Legal Documents

at Administrator 8/9

The version history includes
the title, language, upload

W) DEUL00V - Volkswagen Vertriebs- betreuungsgesellschaft mbH Qualititsm.. System Settings A Andreas Cichon

Home User Management Role Management Applications Management QOrganization Management Rollout Map Help - Video Guides

Terms of Use

Data Privacy Policy

Terms of Use
Imprint

Contact
Name Language Country Market =

‘English DPP test

Test Term of use

Document History

date, start date, user ID of
the uploading user and
document version.

Versioning of Legal Documents vl date
The versioning must be unique for each content. wandatory Approvl

The upload date and document version are system-

generated.

27.09.2023

Document History

Title

Languege validcate

Test Term of use

Test Term of use - Editor en-GB Thu May 11 02:00:00 CEST 2023

Comments

05/11/2023

Is Mandatory Approval

Imprint - Termso

Sans Serif & Normal 2

B I
min/legalDocuments/tou EEE=EE 9= ® kA

s AW Xz X' Hi Hz %3 <>

N

The Terms of use
The GRP test term of use.

CAmCEL m

Department: K-AVV-X/R

Documents can be
edited afterwards.
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B 7RAINING DOCUMENTS — ADMINISTRATOR

ROLLOUT Status - Wholesale Admin / Managing Director
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Rollout Status

Rollout Status at Administrator 1/2

Rollout Status Help - Video Guides

Click on the field Rollout EXPORT
Status. The market status is -

shown for different brand

Contextes The Market StatUS Importer Key Active Partners Valid Partners Percentage

is grouped by BID. DEU
DEU182N 61 1156 61 /1156 (5%)
|

You can also export an Excel
file.

Export includes Dealer,
Number of active users,
number of account
associations, TOTP and
Admins.

Imprint - Terms of Use - Privacy Policy - Help - FAQ - Data Classification: Intern - Contact - Cookie-Policy

Rollout Status

I ' he Dealers are grouped by active (has active users)
Rt Bl and valid (has no active users). For each dealer the
following KPI is shown:

The total amount of users

Amount of people with Account Association

Amount of people with TOTP
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HELP — Video Guides

Video Guide Page for Users and

Administrators 1/3 ]
VOLKSWAGEN

;;;;;;;;;;;;;;;;;;

Group Retail Portal

Welcome to Group Retail Portal

Password Certificate SecurlD

Username (i)

VOLKSWAGEN

Here, click Help -
Video Manuals for
the videos. Before
you log in for the first
time, you will receive
an initial introduction
and help with
registration.

Password

Create a new Accoup -III Password?

Imprint - TermsofUse - Privacy - Help - {Help-Video Guides) - Data Classificati

The video manuals will introduce you to the GRP in an interactive way.

These are divided into different areas. Each of these sections deals with other functionalities of the GRP, as well as the
specific roles.

In combination with this training manual, the video manual will support you in using the GRP 5 and provide you with
valuable information.
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HELP — Video Guides

Video Guide Page for Users and
Administrators 2/3 )  DEUGRPY - Group Retail Portal Importeur

User Management Role Management Applications Management Organization Management Rollout Map Help - Video Guides

Help - Video Guides

To access the
videos, click Help -
Video Guides on the
menu Introduction >

User videos N

User Onboarding
Working Context
My Account
Account Association

TOTP

Access to confidential data must be secured separately

As Managing
Director / Local
Admin on dealer
level and Third Party
Level, you will also
see the "local
administrator videos® The Help — Video Guides will help you understand the GRP in an interactive way
and "Wholesale

Administrator The Video Guides are devided in different sections.

Videos" in addition to

the user videos. Each path covers different functionalities and explains the GRP for the particular user-type.

Click on the arrow to
: In combination with the Trainings Manual it will provide you with all the information you will need to

open the respective

menu. master the GRP 5.

Local Administrator Videos AV

Wholesale Administrator Videos hd

1
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HELP — Video Guides

Video Guide Page for Users and
Administrators 3/3

Click the play button
to start a video.
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FAQ Upload 1/3

As an admin click on the
FAQ menu sub-item to

'SQ' DEUGRPV - Group Retail Portal Importeur - System Settings .~

Applications Management Organization Management Recertification Management B

User Management Role Management

Terms of Use
Privacy Policy

Imprint

Contact
Bookmarks

Last used

be able to upload the
FAQ file.

27.09.2023

APP

Importer Reporting

Applications

A APP APP APP APP

AFRL Aftersales 7 Alex wr Audi P
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FAQ Upload 2/3

User Management Role Management Applications Management Organization Management Recertification Management Rollout Status Help - Video Guides

FAQ ADD
MName Language Country Market
291121 _DEUGRPV_FAQ_Title en GBL o

Upload new Document

The admin with local permission
for legal documents clicks on the
"add"button (image 1) and the
upload gop-up window appears Choose Language
(image 2)

en

Comments

Valid date

+ Choose File
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FAQ Upload 3/3

, -
;ES g?(%sssiagfer%g\;va\ﬁmble Imprint - Terms of Use - Privacy Policy - Help { FAQ -] Data Classification: Intern - Contact - Cookie-Policy
users of this organizationn th
e footer.

Click on this button to open
the FAQ file.

wersion: 5.22.3

Group Retail Portal Importeur
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User & Role Recertification

Recertfication Menue

You find the column
for recertification in
your amdin area to
access

Nv\ﬂ DEUGRPY - Group Retail Portal Importeur ~

User Management Role Management Applications Management Organization Management Recertification Management Rollout Status Help - Video Guides

the recertification
management.

27.09.2023

Bookmarks Last used

Applications

Audi Portal <7

E APP APP APP APP APP
Elsa2Co o ElsaDCP QS % ElsaPro Q5 <% ElsaPro-C55-% elsapro-
(G3A) Weiche testl-asz

Recertification Management
All admins and non-admin users have to be recertified by their responsible admin. This depends on each level. .
For admins each role has to be recertified separately, non-admin roles of a user can be recertified as a whole via recertifying the user.

What happens if end of recertification period is reached?

If the end of the recertification period is reached and the user or admin has not been recertified, the user will be removed from this context. In the case
that the admin or user does not have another role in any other context, the user will be deleted completely from the GRP.
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User & Role Recertification

Recertfication
User Management Role Management Applications Management Organization Management Recertification Management Rollout Status Help - Video Guides
Recertification Management
Recertification Admins Table
Username & Name & Context & Role & Start date v End date &
C“Ck here Apprave/Reject
to initate the approval or
reJeCtlon of the role or dpunt6d oth testg DEUGRPV Lokaler Administrator 3021-08-09 2022-08-09
user recertification request.
dp270dI oth test10 DEUGRPV Lokaler Administrator 2021-08-02 2022-08-02
Your action will be
Conflrmed by a success dp6ddka Sogeti Recert Test Ferne Barrows DEUOG6T7E9V Lokaler Administrator 2021-08-01 2022-08-01
banner.
TETIIST OEETT TES U ET O TITE ZTETTE TT TETTUEUOREY TOREIET R TTTTS e T UZTTUCTUT TITUCUT
dpairfc Sogeti Testuser Olivine Zieme DEU06790V Lokaler Administrator Sales 2021-08-01 2022-08-01 k=) 2F
dp33tas Sogeti Recert Test Ferne Barrows DEU0E730V Lokaler Administrator Sales 2021-08-01 2022-08-01 L=} ol
dpfbx5r Sogeti Recert Test Ferne Barrows DEUOG6T7E9V Lokaler Administrator After Sales 2021-08-01 2022-08-01 =} o
dpkx9Im Sogeti Recert Test Ferne Barrows 112233441-DEUGRPV Lokaler Administrator 2021-07-30 2022-07-30 o 2
dpzsadl Sogeti Testuser Olivine Zieme DEUGRPV Lokaler Administrator 2021-07-29 2022-07-29 2 2F
dpT7ytbs oth testll DEUGRPV Lokaler Administrator 2021-07-26 2022-07-26 o- 2

27.09.2023

What needs to be done?
On Wholesale Level:

The Wholesale Admin has to recertify the Local Admin of his importer --> The Local Admin is responsible for the recertification of the non-admin users on

Importer Level.

The Wholesale Admin has also to recertify the Managing Directors of the Partners within his BID. Furthermore he would be able to recertify the Local Admins on

10 (10f 2)

Partner Level, if the Managing Director is not assigned in a Partner context.
The Wholesale Admin is not able to recertify admins or users if he’s not recertified by the Group Contract Admin.

On Partner Level:

The Managing Director has to recertify the Local Admins (incl. Sales Local Admin and Aftersales Local Admin) of his partner. The Local Admins are responsible for
the recertification of the non-admin users of his organization.

Department: K-AVV-X/R
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